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Abstract—RSA algorithm is windy use now days.RSA algorithm
provides higher security as compared to other algorithm. In my
previous paper we proposed a new model with XOR operation
which provide more complexity during encryption and decryption
process.IN this paper we analysis the rsa algorithm hybrid
encryption algorithm and our proposed algorithm.
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l. RSA ALGORITHM

A public key encryption algorithm developed by Ronald
Rivest, Adi Shamir, and Leonard Adleman in 1978 that became
a de facto standard. RSA formed the basis for a number of
encryption programs. RSA is an algorithm for public key
encryption. It was the first algorithm known to be suitable for
signing as well as encryption, and one of the first great
advances in public key encryption. There are mainly three steps
in RSA algorithm: [2]

1) Key Generation

2)  Encryption algorithm

3) Decryption algorithm
Phase 1: Key Generation

RSA involves two keys public key and private key. Public
key is used for encryption and private key is used for
decryption of message. The key generation takes places as
follows [2]:

(a) Select two prime numbers P and Q
(b) Select N such that N=P*Q,
(c) Find, where = (P-1)*(Q-1).

(d) Choose an E such that 1 < E < and such that E and share
no Divisors other than 1. E is kept as the public key
exponent.

(e) Determine D where, E*D =1 (mod).

Now, the public key consists of public key exponent E and
N. And private key consists of private key exponent D & N.

Public Key: (E, N)
Private Key: (D, N)
Phase 2: Encryption

A process of converting simple Text into Cipher Text is
called as Encryption process. We can use the encryption
technique to send confidential messages through an insecure
environment. The process of encryption requires two things- a

key and an encryption algorithm. Encryption takes place at the
sender side. C=M " E mod (N)

Phase 3: Decryption

The process of converting Cipher Text into Plain Text is
called as Decryption. This revert process of encryption is
known as Decryption. Cryptography uses the decryption
technique at the receiver side to obtain the original message
from non-readable message (Cipher Text). The process of
decryption requires two things- a Decryption algorithm and a
key. M = C~ D mod (N).

Il. HYBRID ENCRYPTION USING RSA AND DIFFIE-
HELLMAN

Shilpi Gupta and Jaya introduce new concept using two
most important algorithm RSA and Diffie-Hellman. RSA and
Diffie Hellman both algorithm are combined and proposed new
algorithm. The RSA algorithm is be used for public key
encryption and digital signature. In this approach the RSA
algorithm is used for generation of key. Using RSA we can get
public and private key for encryption and decryption process.
Diffie Hallman algorithm is used as key exchange method that
allows two parties that have no prior knowledge to each other
to jointly share a secret key. In this approach the RSA keys
were taken as input for Diffie Hellman. The keys are generated
using public and private key of RSA algorithm. The Diffie
Hallman is used for generating more secure cipher text. For
encryption XOR operation is performed between plaintext and
key generated by Diffie Hellman algorithm. For decryption
process XOR operation is performed between cipher text and
key. It will be easy for user to send and receive messages and
files which are the most confidential for user. [7]

I1l.  PROPOSED HYBRID ALGORITHM

In this proposed model we add one more operation which is
bitwise XOR operation. Because of this operation we can
increase the complexity of the message. This operation is
performed after the message is converted in to cipher text.

In this proposed approach first we choose two prime
numbers and find out the Encryption and decryption key
exponents which will be used for encryption and decryption
process. For Diffie Hellman algorithm we select two random
numbers which is number A and B. R is a random prime
number generated by the system automatically. The public
number is generated by the Diffie Hellman algorithm. By using
this public number we can generate secrete key KA and KB.
This will be used to perform XOR operation.

At the sender side the encryption is done using
encryption algorithm. When the encryption process completes
XOR operation perform between cipher text and the first
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secrete key. After that operation the secrete message is sent 0.0 0.0 0.0 0.0 0.00 0.012
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Figure 1: Proposed Model 1 2 3 4 5 & 1 8
At the receiver side the XOR operation is again performed X-axis - reading, y-axis - execution time (ms)
between the second secret key and the secrete message which y© ]
is sent by the sender. Using this operation we get the original Graphl: encryption time comparisons
cipher text. We can decrypt the cipher text using decryption Decryption time comparisons
algorithm and get the original message sent by the sender.
IV. ANALYSIS AND COMPARISON oot
Now we deeply analysis the model and compare then result
for encryption and decryption process. Let’s take two prime 0012
numbers. P=9976 and q=9973. We will set p and g constant
and take the reading of the encryption time and decryption time e i
for following three models. 1) Standard rsa model 2) base oot
paper model 3) proposed model.
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Let’s take two prime numbers. P= 15307 and q=15319. We
will set p and q constant and take the note the encryption time
and decryption time for following three models.

1) Standard RSA model
2) Base paper model
3) Proposed model

Rsa model Base model Proposed

model
En De En De En De

0.0 0.0 0.0 0.0 0.00 0.0
036 085 048 024 38 081

0.0 0.0 0.0 0.0 0.00 0.0
040 085 052 020 64 081

0.0 0.0 0.0 0.0 0.00 0.0
044 081 048 020 64 093

0.0 0.0 0.0 0.0 0.00 0.0
036 081 044 024 68 097

0.0 0.0 0.0 0.0 0.00 0.0
044 081 052 020 68 093

0.0 0.0 0.0 0.0 0.00 0.0
040 081 052 016 72 105

0.0 0.0 0.0 0.0 0.00 0.0
040 076 052 020 81 101

0.0 0.0 0.0 0.0 0.00 0.0
036 081 048 032 76 093
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Graph4: decryption time comparisons

Time comparison between models:

Average Standard Proposed

Time Model Model

Encryption 0.0062 0.0081
time

Decryption 0.0172 0.0186
time

Total time 0.0234 0.0267

Table 3: Time comparison for Encryption & Decryption
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Decryption time comparisons

Table 1: Average time comparison for Encryption &
Decryption
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Graph5: decryption time comparisons

The graph displays the time comparison for rsa model and
new projected model. As compared to rsa model proposed
model takes longer time decipherment however, it'sa lot
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of secured than rsa as a result of proposed model includes x-
or conception, that is tougher for the trespasser to seek out the
plain text from the secrete message.
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