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Abstract

The article provides ServiceNow basic overview covering different workflow support, Mobile app
features, instances, unified navigation capabilities. ServiceNow Implementation can establish a single
system of record to consolidate organization’s data. ServiceNow integration with PAM solution
provides an audit trail for access of password from the PAM system. This is a short snippet of the
user friendly Ul of ServiceNow also depicting a glimpse of the back-end integration capabilities the
tool encompasses.
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I. INTRODUCTION TO SERVICENOW

“What is ServiceNow? It’s a platform; a piece of technology that lets people automate workflow in a
business. ServiceNow Information Technology Service Management (ITSM) resolves issues quickly and
speeds up the pace of innovation and machine learning. Key benefits include:

1) Efficiently identify, track, and resolve incidents with Al assistance.
2) Operate on a single cloud-based platform with built-in best practices.
3) Consolidate IT services and tools, simplifying your business applications.

ServiceNow provides services to its users from a configurable web-based user interface, built on top of a
flexible data schema (organized data). The Platform and the applications that run on it use a single system of
records to consolidate your organization's business processes. The single data model integrates easily with
other enterprise systems and supports a wide variety of plug-and-play applications. You can also build
custom applications. With ServiceNow, one can choose from workflows:

1) Customer workflows

2) Industry workflows

3) Information Technology (IT) workflows
4) Finance and Supply Chain workflows
5) Employee workflows

6) Customer workflows
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Fig. 1. Workflow screen taken from ServiceNow user guide.

Il. SERVICENOW PLATFORMS
The ServiceNow Platform has a number of interfaces you can interact with.

A. The Next Expereince

The Next Experience Unified Navigation is the primary way to interact with applications, records, and
data in a ServiceNow instance. Access lists, forms, updates, applications, links, history, workspaces, and
landing pages.

Fig. 2. Next expereince screen taken from ServiceNow user guide

B. Now Mobile App

The Now Mobile app enables employees to submit incidents and requests, manage tasks, and access
company resources from anywhere! Through the mobile app, a user can also:

e Upload images and attachments
e Sign documents

e Take surveys

e View and report issues

e View and complete tasks

C. ServiceNow Portal

The Service Portal provides a user-friendly self-service experience by providing access to specific features

using widgets. Service Portal is a great way for external (and existing, legacy) customers to engage with the
Platform. When accessing the portal via web browser, type: https//<instance-name-here>.service-
now.com/sp. Users can:

e Search for articles, catalog items, and records
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e Submit requests
e Browse the corporate news feed, and more!

To return back to the Platform view from the Service Portal, remove the "/sp” from your browser URL.

servicenow

How can we help?

Q
Fig. 3. ServiceNow portal screen taken from ServiceNow

D. Employee center

This dynamic portal improves productivity by reducing time and effort employees spend accessing
information across all departments. The Employee Center experience provides a platform for
communication, engagement, and content experiences for internal employees.

There are no additional licensing costs associated with the Employee Center. It is available to all customers!
When accessing the center via web browser, type: https//<instance-name-here>.service-now.com/esc

To return back to the Platform view from the Employee Center, remove the "/esc™ from your browser URL.

111. SERVICENOW INSTANCE

When you are accessing ServiceNow, you are accessing an instance of the Platform. An organization can
have several instances (e.g., Development, Quality Assurance (QA), Test, and Production) and each instance
is a single implementation of the ServiceNow Platform. Benefits of the instance are detailed in this section.

A. An instance in the Platform is independent, changeable, and highly configurable.

B. Data is protected
Data isn't mingled in the same database as another organization's data or other ServiceNow customers.

Another org’s data Your data

Fig. 4. Data protection using instance screen from ServiceNow user guide
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C. Instance Upgrade

Upgrades are made on individual instances. Upgrading a Non-Production (Development or other) instance to
complete testing before upgrading to Production is recommended.

Non-production Production
instance instance

Fig. 5. Instance upgrade screen taken from ServiceNow training portal

IV. NEXT EXPERIENCE UNIFIED NAVIGATION

The ServiceNow Next Experience Unified Navigation is the main way for users to interact with the
applications and information in a ServiceNow instance. The Unified Navigation features offered through the
Next Experience helps you to navigate and access components of ServiceNow. Notable Next Experience
features include real-time form updates, user presence, and menus for easy access to all applications,
modules, in addition to menus for your favorites, history, and workspaces. Next experience features and
menus

A. All Menu

The All menu provides access to all applications and modules they contain. An application is a group of
modules (or pages) that provide related information and functionality in an instance. For example, you'll
work in the Incident application in this course, which contains modules for creating and viewing incidents.
Selecting the All menu opens the Filter Navigator. Search for applications and modules using the Filter
Navigator.

SerVicenOW All | Favorites

v Lab Management

\

N
Need Help?

Student Instances
Paired Instances
Refresh Instances
Reservation Console
Reservation Page

Wake Lab

Submit Defect for a Training Co...

Fig. 6. All menu screen taken from ServiceNow training portal
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B. Filter Navigator

The Filter Navigator is where you can quickly navigate to applications and modules. Simply begin by typing
the application or module name (all, or part of, any module name). For example, if you were to search
Service Catalog, you can start to type, "Service Cat" and all applications with the keyword will display.

SerVicen oOw All | Favorites

W Service Cat ) (5

FAVORITES

\

Mo Results

ALL RESULTS
s Self-Service

‘ Service Catalog

Fig. 7. File navigator screen taken from ServiceNow training portal

C. Adding and customizing favorites

Selecting the star icon next to an application or module will create a Favorite menu item. Favorites can be
re-ordered, edited, or removed from the menu by selecting the Edit (pencil) icon. To re-order a favorite item,
select the pencil icon first to edit it, then click and drag the item (or select the icon with six dots) to
whichever order one prefers! To change the name, color, and icon of a favorited item, select the item and
change one or all three options! While editing a favorited item, don't forget to Save your edits (select Save
edits) before exiting the Edit your favorites window.
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Remove favorite B 0 4+ — 0 @
g 0 8 &

Fig. 8. Adding and customizing favorites screen taken from ServiceNow tarining portal

D. History Menu

Select the History menu, then select any recent activity to open the item in the Content Frame. By default,
the maximum number of items displayed in the History tab is 30. The system creates history entries for
many types of content including lists, records, and homepages. Some content types are not tracked in the
history, such as Ul pages and other non-standard interfaces.
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E. Workspaces Menu

Agents, case managers, helpdesk professionals, and managers use workspaces to help find, research, and
resolve issues. There are different workspaces for different environments. For example, Agents can use IT
Service Management (ITSM) workspaces or Customer Service Management (CSM) workspaces depending

on the request.

All Favorites

< Woarkspaces

Asset Workspace
CMDB Workspace
Process Mining Workspace

Service Operations Workspace

Fig. 9. Workspaces menu taken from ServiceNow training portal

V. COMMON USER INETRFACE

A. Lists
The list view displays records from a table in the Platform. With personalization and filtered lists, you can
easily locate records and view activity associated with those records.

Brohtincode  Masgnesedpous  Awigedto Contgurationtam Rlated nckdents

Fig. 10. Lists menu taken from ServiceNow training portal

B. Forms

A form displays fields from one record, where users can view and edit the record data. The specific
information depends on the type of record displayed. The form can also contain sections and Related Lists
(records in tables that have a relationship to the current record). Easily access forms by using Global Search.
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Fig. 11. Forms menu taken from ServiceNow training portal

c. Dashboards

A dashboard is a custom arrangement of widgets and enables you to display multiple performance analytics
and reporting on a single screen. If you have access to the dashboard, you can share it with multiple users.
Navigate to Self Service > Dashboards or All > Platform Analytics > Library > Dashboards to view the
different dashboards in your instance.

My Assets -

Assets assigned to me &

Asset tag Model category Display name

Fig. 12. Picture depicting the dashboard view from ServiceNow training portal

D. Knowledge Articles

Knowledge articles are uploaded to the Platform in specific categories to help platform users receive
information or help about their job role or function. Articles live in Knowledge Bases (groups of articles set
up by System Administrators). You may request a Knowledge Base by navigating to All > Self-Service >
Service Catalog. Then, select Can We Help You? Finally, select Request Knowledge Base.

NOW A1 Fvort [E——

Fig. 13. Picture depicting the knowledge artilce view from ServiceNow training portal

E. Service Catalog

Navigate to Self-Service > Service Catalog to access this application that provide customers with self-
service opportunities. Customers can view and request catalog items (services and product offerings).
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Fig. 14. Picture depicting the service catalog view from ServiceNow training portal

V. SERVICENOW INTEGRATION WITH PAM SOLUTIONS TO MEET AUDIT REGULATIONS

PAM (Privileged access management) is a vault, enterprises use to manage/rotate passwords of sensitive
accounts. PAM can be easily integrated with your ServiceNow tenants so that interactions within PAM
records can be added to the corresponding ServiceNow Incidents activities. Once the integration is properly
configured, all one needs to do in PAM is reference the ServiceNow (SN) Incident number in the access
request form to check-out the password. This ties the check-out of password with the purpose (the ticket) for
which password was extracted.

It helps in satisfying audit regulations where the reasons for password extraction from PAM needs to be
provided. An audit trail is always helpful. That way password extraction are not permissible without a valid
ticket. PAM solutions can check for the status of the ticket in ServiceNow to be a valid status before letting
the user access the password. This prevents users to get passwords when there is no valid ticket in
ServiceNow.

A. Ability to write to ServiceNow

ServiceNow allows PAM solutions to write comments in the incident ticket after validation, approval and
access of the password.

B. Check-outin PAM

The below screen shows user has logged on to a PAM solution and making a request to check-out the
password. The user is using the ServiceNow incident number in the request form which is the purpose for
requesting the password.
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Fig. 15. Picture depicting the password check-out request screen from imprevata site.

C. PAM updates in ServiceNow

As the user input the ticket number in PAM and there is an integration in place between PAM and

ServiceNow, PAM starts to send updates of the request to access password and updating the incident ticket.

< = o Y Follow =  Update  Res 4

Fig. 16. Picture depicting the ServiceNow screen with inputs from PAM from imprevata site.

Conclusion: ServiceNow has great features for an organization’s information technology service
management (ITSM). ServiceNow Platform and the applications that run on it use a single system of
records to consolidate organization’s business processes. The single data model integrates easily with
other enterprise systems and supports a wide variety of plug-and-play applications. ServiceNow is
user friendly in terms of Ul to use at the same time has great back-end features to integrate with PAM
solutions, workday, upstream/downstream applications and more to facilitate audit requirements and
cater to enterprise needs.
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