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Abstract

Introduction: Cybersecurity has become a fundamental necessity in the digital era, where data underpins
government functions, business operations, and communication. With the rise of digitalization and global
expansion, organizations face increasing risks from ransomware, data breaches, and insider threats. While
businesses focus on functionality, security is often overlooked, leading to vulnerabilities. Protecting data is
vital to prevent damage of reputation, financial losses, and legal ramifications in this interconnected world.
Objective: To conduct systematic review on the studies involving data vulnerabilities and cybersecurity
compliances.

Method: The study utilized a Systematic Literature Review (SLR) approach, integrating both qualitative
and quantitative studies to explore information security behaviors (ISB) and policy compliance. It followed
five stages: defining objectives, conducting a systematic search, selecting relevant studies, extracting data,
and presenting results. Emphasizing theoretical frameworks like PMT and TPB, the research analyzed 514
articles from 2010-2021 to synthesize key factors influencing compliance and behavioral transitions.
Results: The results highlight diverse factors influencing Information Security Policy (ISP) compliance.
Intrinsic motivations showed stronger impacts than extrinsic ones, while Protection Motivation Theory
(PMT) better explained voluntary compliance. Leadership, organizational culture, and social factors
significantly shaped compliance behaviors. Security awareness and training improved compliance, and past
behaviors influenced intentions. Systematic reviews identified research gaps, emphasizing the
multidimensional nature of ISP compliance across individual, organizational, and situational factors,
showcasing varying levels of influence.

Conclusion: The study concludes that advanced security testing tools are essential for identifying and
mitigating vulnerabilities, ensuring regulatory compliance, and building customer trust. By prioritizing
cybersecurity investments, organizations can reduce risks and enhance information security behavior and
policy compliance.
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Introduction

Cybersecurity has emerged from a technical requirement to a fundamental necessity in this digital era where
data is the backbone for the functioning of government, business operations, and communication. There is a
need to protect information as there is an increase in emerging digitalized operations and cyber threats. As
there is global expansion of organizations, they face huge risks from ransomware and data breaches to
insider software vulnerabilities and insider threats [1]. In the present digital era to increase their
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functionality businesses are using cloud-based resources. Consequently, protecting data has become a major
concern for governments, businesses, and individuals. The risk of cyberattacks has increased with the
growing dependency on the internet. Most of the business priority is functionalization rather than security
which can lead to various consequences like jeopardizing the data and damaging the organization's
reputation. Hence it is important to identify the vulnerabilities before the hackers can access them at an early
stage [1, 2].

Data vulnerabilities

It refers to the defects in the infrastructure, processes, and systems that could be used to exploit the integrity,
confidentiality, or availability of data. Numerous factors, including out-of-date software, incorrect setups,
human mistakes, and sophisticated cyberattacks, can contribute to these vulnerabilities. The difficulty of
finding and fixing vulnerabilities increases when attackers use more sophisticated tactics. The stakes are
increasingly high from financial data to personal data which cause reputational damage, financial losses, and
legal ramifications [3].

Security testing tools

The most widely used methods to identify these vulnerabilities are assessment of vulnerabilities and
penetration tests. By taking these steps, companies may adhere to data regulations and safeguard themselves
against possible cyber threats. Assessment of vulnerability is a security process where a specialist uses
analysis tools to evaluate a target. The website of the organization can be reviewed for any threats through
vulnerability scanning where the specialists scan the target website using vulnerability assessment tools.
These tools analyze the vulnerability, assess its seriousness, and suggest countermeasures. Penetration
testing, as opposed to vulnerability assessment, entails a tester manually evaluating the website using tools
[2, 3].

A website vulnerability is a threat where attackers can exploit the data from unauthorized access. Security
can identify these vulnerabilities and can analyze the threats by using tools. The website is scanned by using
automated scanning tools for identification of security vulnerabilities. A list of vulnerabilities found, along
with information on their effect, severity, and required fixes, is generated by the scan. The program
classifies the severity of the security flaws that have been found [4].

Penetration testing is a calculated procedure whereby cybersecurity professionals mimic assaults in a test
setting to take advantage of known vulnerabilities on a website. Ethical hackers carry out this more
laborious process, using tools and their expertise to find the website's flaws and vulnerabilities before
malevolent intruders make use of them. They can simulate several attack types, including brute-force
attacks, business logic flaws, and access control flaws, using any tools or methods to accomplish their
objective. A report detailing the vulnerabilities and weaknesses found is produced after the testing is
finished [3, 4].

Compliance is maintained and achieved in organizations by using advanced security testing tools. These
tools produce audits, provide compliance, and adhere to the requirements of the regulator. Organizations can
reduce legal and financial risks while protecting sensitive data by including compliance-focused testing in
their cybersecurity plans. For any success in digital enterprise trust of the customer is the main cornerstone.
Whether in e-commerce, healthcare, or financial services, users entrust organizations with their personal and
financial data, expecting it to be handled responsibly and securely. The security testing tools demonstrate
transparency and accountability besides preventing breaches. By making significant investments in
cybersecurity, businesses show users that their data is respected and safe, which builds enduring loyalty and
trust [5, 6].
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Figure 1: Cybersecurity and its arms

Method

ResearchDesign

This is a Systematic Literature Review (SLR) approach allows for an in-depth investigation of existing
studies regarding the information security behavior (ISB) and policy compliance. This study ensures the
complete and unbiased inclusion of relevant literature. The grounded theory method provided the theoretical
foundation for this SLR.

This study was used five key stages such as defining objectives, conducting a systematic search, selecting
relevant studies, extracting and analyzing data, and presenting results. This study reviews the data
vulnerabilities and other security testing tools in strengthening the cybersecurity and user compliance.

This research design integrates qualitative and quantitative studies that capture the complex nature of human
behavior. This research design considers theoretical frameworks, methods, and results from diverse sectors
which ensure a holistic perspective. Moreover, this SLR provides a healthy foundation for developing a
behavioral transformation model, which helps as a practical and theoretical contribution to the field.
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Literature Search

In order to conduct this study, this research process involved both automated and manual methods that can
ensure a thorough and comprehensive rescue of relevant studies. This search strategy used "information
security behavior,” "policy compliance," "noncompliance behaviors,” "security awareness," and "protection
motivation theory" these keywords. The study used several online libraries like Scopus, Web of Science,
IEEE Xplore, Google Scholar for effective literature search. This research strategy focused on studies which
was published from 2010 to 2021 that ensure the significance and suitability of findings. This study used
different disciplines including information systems, psychology, and organizational studies. On the other
hand, this study was searched around 514 articles. These articles were introduced into reference
management software, which was employed to organize and remove duplicates. The abstracts of these paper
were then screened for significance based on predefined inclusion and exclusion criteria. Again, studies that
aligned with the research objectives continued to a full-text review.

During the search, special attention was assumed to studies using healthy methodologies and theoretical
frameworks. For example, studies using Protection Motivation Theory (PMT), Theory of Planned Behavior
(TPB), and Deterrence Theory (DT) were prioritized, as these outlines have been commonly applied in
information security research. Studies that comprised empirical data and severe methodological approaches
were also emphasized.

Inclusion Criteria

® This study focused on Information Security Behavior (ISB) and its connection to policy
compliance.This article addressed the compliance or noncompliance behaviors in organizational
backgrounds.

® It also provided methodological evidence, including empirical data or theoretical models.

® In addition, peer-reviewed journal articles written in English.

® Studies published from 2010 to 2021.

Exclusion Criteria

® This study was excluded those studies which focused solely on technical solutions or without behavioral
components.

® This study addressed non-organizational contexts.

® This study had lacked methodological details or empirical validation.

® Books, theses, or magazine articles.

This study focused on cybersecurity without addressing information security policies (ISP).

Based on these criteria, this study was identified 514 articles were narrowed down to 80 studies. After the
final selection, this study included qualitative, quantitative, and mixed-method studies.

By using a PRISMA flow diagram, it outlined each step of the selection procedure, from the initial database
search to the final inclusion of studies. Again, the flow diagram also provided transparency about the
reasons for excluding studies, such as duplication or irrelevance.

Data Extraction and Evaluation

In the data extraction and evaluation stage, detailed and structured methodologies were employed to
synthesize insights from selected studies, focusing on key aspects that influence information security
behavior (ISB) and policy compliance. The extraction process meticulously recorded whether each study
addressed compliance, noncompliance, or both within organizational settings. The research design of each
article was carefully analyzed to identify whether it employed qualitative, quantitative, or mixed-method
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approaches. Attention was given to the sample size, noting the number of participants or data points
analyzed.

Results

Figure 3 shows the number of studies conducted each year from 2010 to 2020. The data shows a fluctuating
trend over the decade. In 2010 and 2011, the number of studies was at its lowest, with only 2 studies each
year. This increased to 4 studies in 2012, followed by a peak of 5 studies in 2013, which remained
consistent until 2015. A slight decline occurred in 2016, with 3 studies, before returning to 5 studies in
2017. The number of studies dropped again to 4 in 2018, then rose to the highest number of 7 in 2019. In
2020, the number of studies reverted to 5. Overall, the data indicates periods of both growth and decline in
study numbers, with significant peaks in 2013-2015 and 2019.

Year-wise studies

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

S B, N W B U1 O N @

® No. of studies

Figure 3: Number of studies with respect to year

Table 1 shows the number of studies conducted each year from 2010 to 2020 and highlights the
methodologies employed by these studies. Quantitative research methodology was the most widely used,
contributing significantly across multiple years with studies such as [7], [9], [11], [18], [20], and [24],
among others. Mixed methodologies were also commonly applied, encompassing studies like [10], [13],
[14], [16], and [17], indicating a balanced approach combining qualitative and quantitative elements.
Qualitative research methodology, while less frequent, is represented by studies like [25], [32], and [50].
Some studies used specific designs, including pre- and post-test design ([12], [36], [37]), scenario-based
design ([22]), and systematic literature review or meta-analysis ([8], [15], [31]). Notably, empirical
guantitative studies were also utilized, as evidenced by study [43]. Overall, the diversity in methodologies
reflects the varied approaches researchers adopted over the decade to address their research questions
effectively.

Table 1: Studies and their methodologies
Research Method Studies
[71, [9]. [11], [18], [20], [21], [24], [33],
[34], [35], [36], [39], [40], [43], [48],
[49], [51], [52], [53], [55], [56]
[10], [13], [14] [16], [17], [19], [27],
[29], [37], [41], [57]

Quantitative Research
Methodology

Mixed Methodology
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Quialitative Research
Methodology

Pre- and Post-Test Design [12], [36], [37]
Scenario-Based Design [22]
Systematic Literature Review

or Meta-Analysis (8], [15], [31]
Empirical Quantitative Study | [43]

[25], [32], [50]

Figure 4 shows the total sample size associated with each thematic category identified among the included
studies. The theme "Studies on PMB’s (Protective Motivational Behaviors) and ISPC (Information Security
Policy Compliance)" had the largest sample size of 3,850 participants, reflecting significant research interest
and comprehensive data coverage in this area. The second-largest sample size, 3,377 participants, was
associated with "Studies on Management Behaviors and Compliance,” highlighting the importance of
management practices in influencing compliance behaviors. This is followed by "Studies on Social
Behaviors and Compliance,” which involved 2,528 participants, underlining the role of social dynamics in
compliance behavior. "Studies on Culture/Security Awareness Behaviors and Compliance” had a sample
size of 1,614 participants, suggesting moderate research attention to the influence of cultural and security
awareness factors. Lastly, "Studies on Intrinsic/Extrinsic Motivations and ISPC" had the smallest sample
size, with 1,081 participants, indicating relatively limited data availability on this theme compared to the
others. Therefore, the distribution of sample sizes across themes underscores the varying levels of emphasis
placed on different aspects of ISPC in the included studies.

Total Sample Size of each theme identified among the
included studies

Studies on Management Behaviours and Compliance

Studies on Culture/Security Awareness Behaviours
and Compliance

Studies on Social Behaviours and Compliance

Studies on PMB’s and ISPC

Studies on Intrinsic/Extrinsic Motivations and ISPC

0 500 1000 1500 2000 2500 3000 3500 4000 4500

Figure 4: Total Sample Size of each theme identified among the included studies
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Table 2 compares the main findings from included studies, revealing diverse factors influencing Information
Security Policy (ISP) compliance. A significant insight is that intrinsic motivations have a stronger impact
on ISP compliance than extrinsic motivations, as reported in studies [7] and [9]. However, extrinsic factors
also play a role in shaping compliant behaviors, though further exploration is needed to better understand
intrinsic factors, as suggested by studies [8], [7], and [9].

Protection Motivation Theory (PMT) is highlighted as being more effective in explaining voluntary
compliance compared to mandatory compliance ([15], [18], [20], [23]). Additionally, factors such as fear
appeal, response efficacy, self-efficacy, and social influence significantly affect compliance behaviors ([10],
[11], [14], [16], [17], [19], [18]). Self-efficacy has a consistently positive impact on information security
behavior and compliance ([11], [13], [14], [24], [29], [39]).

Leadership, top management support, and organizational culture also emerge as crucial in shaping
compliance behaviors ([26], [29], [32], [34], [42], [43]). Similarly, attitudes, intentions, and moral
obligations are identified as significant predictors of compliance ([14], [18], [24], [26], [33], [40]), while
past behavior and habits are shown to influence compliance intentions ([12], [17], [38]). Employees’
performance of multiple security behaviors is influenced by perceived threats, costs, and self-efficacy ([19],
[20], [23], [24], [52], [55]). The findings further suggest that situational and social factors, such as bonding
and organizational governance, enhance compliance ([29], [53], [54], [57]). Security awareness and training
programs are also effective in improving employee compliance behaviors ([11], [29], [34], [35], [39]).
Lastly, systematic literature reviews ([8], [15], [31]) have identified key gaps in the current understanding of
ISP compliance, underscoring the need for more research to address these issues comprehensively.

Thus, the comparison highlights the multidimensional nature of ISP compliance, encompassing individual,
organizational, and situational factors, with varying levels of influence across different studies.

Table 2: Main findings identified from included studies and the studies against each finding

Finding Studies
Intrinsic motivations have a stronger impact on ISP compliance
than extrinsic motivations. [71, [9]

Extrinsic factors significantly affect compliant behaviors but
need further exploration for intrinsic factors. [8]1, [71. [9]

Protection Motivation Theory (PMT) explains voluntary | [15], [18], [20],
compliance better than mandatory compliance. [23]
[10], [1]. [14],
Fear appeal, response efficacy, self-efficacy, and social influence | [16], [17], [19],
significantly affect behavior. [18]

Self-efficacy positively influences information security behavior | [11], [13], [14],
and compliance. [24], [29], [39]

Leadership, top management, and organizational culture play a | [26], [29], [32],
crucial role in shaping ISP compliance behaviors. [34], [42], [43]

Attitudes, intentions, and moral obligations are significant | [14], [18], [24],
predictors of compliant behavior. [26], [33], [40]
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Past behavior and habits significantly influence intentions to
comply with ISP. [12], [17], [38]

Employees perform multiple security behaviors influenced by | [19], [20], [23],
perceived threats, costs, and self-efficacy. [24], [52], [55]

Situational and social factors such as bonding and organizational | [29], [53], [54],

governance improve compliance. [57]
Security awareness and training enhance employee compliance | [11], [29], [34],
behaviors. [35], [39]

Systematic literature reviews identify gaps in understanding and
improving ISP compliance. [8], [15], [31]

Discussion

In comparison to previous networks fifth generation (5G) networks are provided with high speed,
connectivity, and reliability. Various sectors have been revolutionized with these advancements and
supported the applications that require real-time data processing. However, to operate these infrastructures
properly, security issues brought about by the quick deployment and integration of 5G networks must be
resolved. A study assessed the security vulnerabilities in 5G networks with penetration testing. It is a way of
ethical hacking that simulates network security in situations of cyberattacks. A comparative analysis of
penetration testing tools highlights their emphasis on advanced security measures against cyber threats, and
their effect on vulnerabilities in 5G networks [6].

As there has been an increase in cyberattacks on financial institutions in recent years there is a need for an
advanced system that can predict the attack. Since it gives financial institutions proactive controls to stop an
attack by anticipating patterns, such a system must be incorporated into their current detection systems. The
software security and designs of new advanced cyber security are enhanced by advanced prediction systems
by providing new testing procedures. A study developed a new testing model with the use of a deep neural
network that forecasts cyberattacks on financial institutions. Some of the largest cyberattacks on financial
institutions throughout the previous three years made up the dataset used to train and test the algorithm. This
sheds light on novel trends that could result in cybercrime. The behavioral similarities between these new
assaults and the closest known attack or a combination of many existing attacks were also assessed. After
that, the forecasting model's performance was assessed in an actual banking setting, yielding a 90.36%
forecasting accuracy [7].

To test the website security of organizations several tools have been created for the organizations and
cybersecurity. A study examined the importance of automated penetration testing tools for providing
affordable and effective security systems for small organizations. Multiple data gatherings were employed
in a case study. The data was collected through experiments and interviews. They stated that small
organizations can be safeguarded with the use of cost-effective automated testing methods. The penetration
tools have determined that there are numerous vulnerabilities in the website, Nessus showed 37
vulnerabilities in the website and ZAP demonstrated that the website is nearly failing with an accumulation
of vulnerabilities. First, small businesses may simply protect their cybersecurity without paying for
specialist assistance by using automated penetration testing solutions. Second, because each tool contributes
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differently to cybersecurity, it is advised that automated penetration testing tools be employed in a variety of
combinations considering the findings [8].

A novel framework was designed in a study to evaluate the multiple Web Application Vulnerability
Scanners (WAVS). Two algorithms are used by the framework to generate combined vulnerabilities: a novel
combination and automation algorithms that provide list of detectable vulnerabilities. OWASP ZAP and
Arachni capabilities were tested by the framework. They demonstrated that greater accuracy is seen in the
outcomes of the proposed framework compared to the results that are obtained using OWASP ZAP and
Arachni. According to the study, the Union List performs better than individual scanners, especially in
terms of memory and F-measure. As a result, using several vulnerability scanners is advised as a practical
way to improve web application vulnerability detection [9].

The discussion on penetration testing and its implementation was done in a study. It also discusses the
vulnerabilities and hazards in relation to the web environment and the protective measures that need to be
taken. According to the study's findings, integrating analytic tools can yield comprehensive information
about web vulnerabilities, and not all web penetration testing solutions have the same qualities [10].

Conclusion

The study has concluded that advanced security testing tools, such as vulnerability assessments and
penetration testing, play a crucial role in enhancing cybersecurity by identifying and mitigating data
vulnerabilities. These tools not only help organizations comply with regulatory requirements but also build
customer trust by demonstrating transparency and accountability. Additionally, addressing intrinsic and
extrinsic motivators, situational and organizational factors, and integrating compliance-focused strategies
are essential for improving information security behavior and policy compliance in the evolving digital
landscape. Investments in cybersecurity are critical for reducing risks and fostering loyalty, especially in
industries where customer trust is a cornerstone for success.
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