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Abstract

Introduction: Health Information Systems (HISs) are essential for the management of healthcare data,
covering electronic health records (EHRS), clinical decision-making, and administrative functions.
Healthcare organizations encounter substantial cyber risks, including ransomware and data breaches, aimed
at Patient Health Information (PHI). HIPAA laws require encryption, risk management, and employee
training for protecting PHI. Underfunded systems expose developing countries to additional hazards. Cloud
computing provides secure solutions that improve data protection through encryption, access controls, and
compliance certification. Cybersecurity is essential for modern health care.

Objective: To perform a systematic evaluation of research and their conclusions regarding Compliance,
Privacy, and Cybersecurity Strategies related to healthcare data.

Method: This review identified studies which worked on healthcare data security. Key databases, including
Scopus and PubMed, were queried with terms such as "medical data™ and "privacy,"” resulting in 36 high-
quality papers following thorough screening. The inclusion criteria emphasized the importance of secure
data handling. Data extraction adhered to systematic methods, guaranteeing uniformity in analytical
methodologies and results.

Result: The study showed that various healthcare technologies enhance security, privacy, and efficiency.
loT is focused on real-time monitoring and data availability, while blockchain, which has been the focus of
nine studies, excels at safe, decentralized data management. Five studies found mobile health apps adaptable
and user-friendly, while four found cloud computing scalable data management. The primary findings
underscore data security, scalability, patient-centric access, and cost-effective solutions, showing several
strategies to address healthcare issues.

Conclusion: The study concluded that integrating many technologies to address security, privacy,
scalability, and efficiency is necessary to improve healthcare systems.
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Introduction

As healthcare increasingly relies on digital transformation, protecting patient health information (PHI)
becomes a critical priority. Cyberattacks and privacy breaches not only threaten data integrity but also
compromise patient trust and care outcomes. They enable decision making and increased patient reported
outcomes by the organization through storage, retrieval, analyzing, and exchange of information. A wide
range of electronic health records (EHR), clinical decision making, exchange of health information, and
administration are included in the HISs, they can be used in various administrations like clinics, hospitals,
public health agencies, and at home. It plays an important part in the privacy and security of the data [1, 2].
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The healthcare organizations are the main target for cyberattacks, where the most claimed data by
cybercriminals is patient health information (PHI). Medical history, treatment planning, diagnosis, and
records of bills are included in the PHI which has the most value in the market. The increased risk of cyber-
attacks like ransomware, breaching of data, and phishing is significant for the security, privacy, and
information available. In response to these cyberattacks, strict guidelines are being adopted by the Health
Insurance Portability and Accountability Act (HIPAA) to protect PHI [3]. Based on HIPAA regulations,
healthcare providers should adopt physical, technical, and administrative privacy for securing patient data.
HIPAA offers some responsibilities to healthcare providers such as encryption of sensitive data,
management of risk assessments, management of access to PHI, and employee training on cybersecurity.
Healthcare providers face challenges due to constraints in resources, cyber threats, and outdated
technologies despite the framework provided by HIPAA. The security environment is made more complex
by the digital transformation of data of healthcare, which includes the extensive use of telemedicine and
EHRs [2, 3].

Figure 1: Factors involved in HIPAA compliance

There is an increase in cyberattacks in the healthcare system, as they can decrease the trust of patients,
endanger human life, and disturb the health systems, hence cybersecurity is important in healthcare
organizations. Such security requires new policies, technological changes, and behavioral changes. It is
imperative that both service providers and service recipients examine and experiment with new methods and
innovations for handling cyberattacks [4].

Patients' data should be available on time to the authorized people. The data breach can lead to
unavailability of the patient data which further leads to a decrease in the quality of patient care and reduced
effectiveness of treatment. The security breach can cause economic and social loss to both the patients and
institutions. For example, a ransomware attack in 2020 on a University Hospital in Germany led to the
unavailability of data preventing the hospitals to accept emergency patients for a short period of time which
led to the death of at least one patient and their ambulance was diverted to the other hospital delaying the
treatment for an hour [5].

The privacy of patients is legal and ethical in healthcare. Because confidentiality builds trust, patients are
more willing to divulge information that is necessary for a proper diagnosis and course of therapy. As
healthcare has become data-driven, the privacy of traditional boundaries is tested. The increase in data
sharing has mainly the leverage of artificial intelligence (Al), machine learning (ML), and big analytics have
increased the potential for medical breakthroughs. These advances in the dataset's accessibility contain
patient information that can be identified [4, 5].
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The privacy challenges of healthcare are not determined by a specific economy or region, it shows global
concern. Data security presents challenges for developing nations, whose healthcare systems are frequently
underfunded and dependent on outdated equipment. Old technologies, limited resources, and insufficient
regulatory framework can cause breaches in patient information. Healthcare firms can protect patient data
by implementing cloud-based solutions, which include robust encryption, security and access controls,
redundancy, and certification for compliance [6, 7]. Healthcare systems globally face the dual challenges of
safeguarding data privacy while leveraging advanced technologies like Al and machine learning. Previous
studies have highlighted vulnerabilities in outdated infrastructures and the need for regulatory compliance
frameworks like HIPAA and GDPR.

Method

Research Design

A systematic review of 36 studies was conducted using databases like Scopus and PubMed. Inclusion
criteria focused on secure healthcare technologies, with data extraction emphasizing scalability, privacy, and
efficiency. To conduct this study, it used the key databases which included Scopus and PubMed, were
explored to extract relevant literature. The design highlights considering technologies enhancing security
and privacy in health information systems. In addition, it also focuses on specific themes like secure access
control, data sharing, and storage.

Literature Search

The literature search included keywords such as "medical data,” “privacy,” "security,” and "health
information systems." This study used databases such as Web of Science and IEEE were queried, targeting
journal articles in English published from 2002 to 2022. Inclusion criteria ensured the relevance of selected
studies, emphasizing secure technologies and methods for medical data management.

Inclusion and Exclusion Criteria

To conduct this study, I included articles that addressed secure technologies for health data privacy and
security. On the other hand, this study excluded generic reports, incomplete study designs, and unrelated
reviews. Articles were selected based on specific criteria, such as relevance to secure storage and sharing of
medical data, with additional emphasis on solution-oriented approaches in health information systems.

Data Extraction

Data extraction followed structured protocols which focused on study objectives, methodologies,
technologies, and outcomes. Tools such as EndNote facilitated the management of retrieved articles, while
key data points related to secure access control, sharing, and storage were systematically tabulated for
analysis. This ensured consistency and relevance in synthesized findings.

Results

Figure 2 depicts annually distributed studies with an unmistakable trend of progressive research activity
over the years. There were only three studies in the year 2014, small but significant initial efforts into
investigating the applications of technologies within healthcare. Five studies were then conducted in 2015,
demonstrating increased interests and investments within this field. Following the trend was a single study
in 2016, indicating a sharp decline, possibly owing to the shifting priorities that often come with adopting
new technologies.
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Figure 2: Number of studies with respect to year

Table 1 shows the included studies included in the research, their specific objectives, and the technological
component that each research embraced is presented in Table 1. Using Mobile Health Applications, five
studies ([8] — [12]) were carried out primarily on security frameworks, privacy preservation, and sensitive
classification. These studies demonstrate how flexible mobile applications can be to accommodate a variety
of aspects of secure healthcare data management.

IoT was one of the technologies that featured in seven ([13] — [19]) studies because of the benefit it brings in
terms of creating privacy-aware infrastructures, energy-efficient security mechanisms, and lightweight
authentication protocols. Blockchain ensures data integrity and decentralized access control, making it a
preferred solution for secure patient data sharing. 10T, on the other hand, excels in real-time monitoring and
availability, enhancing remote healthcare applications [20] to [28]. It covered everything from secure patient
data sharing to decentralized health management. All this strengthens the uses of blockchain technology in
assuring data integrity, access control, and solving problematics in medical data sharing. While blockchain
offers high security, its computational demands make it less suitable for resource-constrained environments,
unlike lightweight IoT protocols.

Table 1: Included Studies with their respective aims and technologies they utilized

Reference | Aim Technology Used

[8] Security framework Mobile Health Application
[9] Privacy-preserving data Mobile Health Application
[10] Secure certificate system Mobile Health Application
[11] Privacy preservation Mobile Health Application
[12] Sensitivity classification Mobile Health Application
[13] Privacy and data availability loT

[14] Security reputation model loT

[15] Authentication scheme loT

[16] Privacy-aware infrastructure loT
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[17] Lightweight authentication protocol loT

[18] Energy-efficient security loT

[19] Secure health storage loT

[20] Secure patient data sharing Blockchain

[21] Decentralized data solution Blockchain

[22] Secure health system Blockchain

[23] Blockchain challenges Blockchain

[24] Access control with blockchain Blockchain

[25] Secure data storage Blockchain

[26] Medical data-sharing scheme Blockchain

[27] Data management and sharing Blockchain

[28] Decentralized health management Blockchain

[29] Secure authentication protocol Cloud Computing
[30] Biometric authentication system Cloud Computing
[31] User-centric data sharing Cloud Computing
[32] Dynamic access control Cloud Computing
[33] Multi-agent security model Other Technologies
[34] Patient privacy method Other Technologies
[35] Hash-based integrity Other Technologies
[36] Federated learning for privacy Other Technologies
[37] Secure access control Other Technologies
[38] Lightweight HWBAN Other Technologies
[39] Sensor network privacy Other Technologies
[40] Privacy-preserving subprotocols Other Technologies
[41] Context-aware architecture Other Technologies
[42] Hybrid security solution Other Technologies
[43] 5G secure healthcare Other Technologies

Figure 3 provides an overview of the technologies most frequently used in the included studies, showcasing
the diversity and prominence of specific approaches in healthcare research. Among the technologies, "Other
Technologies” dominate with 11 studies, reflecting the breadth of alternative and innovative methods, such
as multi-agent systems, federated learning, and lightweight encryption, being explored in this domain.
Blockchain is the second most utilized technology, appearing in nine studies. Its popularity can be attributed
to its ability to provide secure, decentralized data management and sharing solutions, addressing critical
concerns like data integrity, transparency, and privacy in healthcare. loT (Internet of Things) follows closely,
featuring in seven studies. 10T technologies are pivotal in enabling real-time health monitoring and efficient
data collection through interconnected devices, particularly in remote and mobile health applications.
Mobile Health Applications, appearing in five studies, represent a growing area of interest, leveraging the
ubiquity of mobile devices to provide accessible and user-friendly platforms for healthcare delivery and data
collection. Finally, Cloud Computing is employed in four studies, emphasizing its role in offering scalable,
on-demand computational resources for managing and analyzing large volumes of healthcare data. The
distribution of technologies underscores the multifaceted approach researchers are taking to address various
challenges in healthcare. While blockchain and 10T highlight the emphasis on security and real-time
monitoring, mobile health applications and cloud computing focus on accessibility and scalability. The
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category of "Other Technologies” indicates the continuous exploration of emerging and complementary
solutions to enhance the efficiency, security, and usability of healthcare systems.

Technologies used with nhumber of studies

Other
Technologies, 11

Mobile Health
Application, 5

Figure 3: Frequently used Technologies in these included studies

The studies in this table demonstrate the diverse technologies applied in healthcare research. Technologies
such as multi-agent systems ([33]) and NFC authentication ([41]) focus on enhancing user interaction and
streamlining access control, making systems more user-friendly. On the other hand, Federated learning
([36]) and Hash-based BBS ([35]) prioritize high security and privacy, ensuring that sensitive medical data
remains protected. Technologies like LR-ECC and EHGA-DLNN ([34]) and Edge cloud with Blockchain
([43]) provide high security with efficient data-sharing mechanisms, emphasizing robust cryptographic
techniques. Meanwhile, Lightweight encryption and MAC generation ([39]) balance security with low
computational costs, making them ideal for resource-constrained healthcare environments. Spring
Framework and HTTP ([42]) integrate application-level infrastructure for secure data communication,
whereas OBDD ([37]) reduces computational complexity through efficient decision-making algorithms
(Table 3).
Table 3: Eleven studies with other Technologies used in the included studies

Reference Technology Used

[33] Multi-agent systems

[34] LR-ECC, EHGA-DLNN

[35] Hash-based BBS

[36] Federated learning

[37] OBDD

[38] ECC, PUF

[39] Lightweight Encryption, MAC generation
[40] PPC, PPCC, PPSS, PPSU protocols

[41] NFC authentication
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[42] Spring Framework, TSD, HTTP
[43] Edge cloud, Blockchain

Table 4 presents the shared findings among the included studies, revealing critical priorities in healthcare
technology applications. Data security and privacy emerged as the most prominent focus, with 14 studies
emphasizing secure data transmission, confidentiality, and safeguarding sensitive information such as
patient records. Scalability and efficiency, noted in six studies, underscore the importance of systems that
can handle large data volumes while minimizing computational overhead and energy consumption. Five
studies demonstrated high accuracy and prediction, showcasing reliable models for anomaly detection and
diagnostic applications, enhancing decision-making processes in healthcare. Cost-effectiveness was also a
notable finding in four studies, where resource usage was optimized without compromising performance or
security, making these technologies suitable for real-world deployment. Decentralized and patient-centric
access was evident in another four studies, reflecting a trend towards empowering patients with control over
their healthcare data, which aligns with contemporary healthcare priorities. Enhanced data-sharing
capabilities were also explored in four studies, ensuring efficient and secure communication between
stakeholders. Efficient and lightweight protocols, noted in four studies, highlighted the development of
cryptographic techniques that balance security with low computational requirements, particularly for loT
and mobile applications. Secure authentication mechanisms were observed in five studies, where robust
methods ensured authorized access and data integrity. Finally, the practical application of these technologies
in healthcare was evident in five studies, confirming their feasibility in real-world scenarios and their
potential to address pressing challenges in the sector.

Table 4: Similar findings of the included studies and their respective explanation

Similar Findings Num_ber of References Detailed Description
Studies
. [8], [9], [13], [15], [17], | Ensures secure data transmission,
Dr?\t;c security - and 14 [20], [21], [26], [27], [29], | confidentiality, and privacy for patient
P y [31], [33], [39], [42] records and sensitive information.
Salability  and | 51 (101, (131 281, 501 | il il ok, enery
efficiency [38] P  energy

consumption, and overhead.

Provides reliable prediction models,

High accuracy and 5 [11], [22], [34], [36], [43] | anomaly detection, and improved

prediction accuracy in healthcare applications.
Reduces resource constraints and costs
Cost-effectiveness 4 [15], [19], [25], [29] while maintaining high performance
and security standards.
Decentralized and Supports  decentralized architectures
patient-centric 4 [20], [24], [28], [32] allowing patients control over access
access and management of their data.
Clustering and Improves clustering efficiency,
resource 3 [16], [23], [26] minimizes resource usage, and enhances
optimization the utilization of medical resources.
Enhanced data Facilitates secure, scalable, and efficient
sharing 4 [13], [20], [26], [43] sharing of patient and healthcare data
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across entities.
Efficient and Proposes lightweight cryptographic and
lightweight 4 [18], [29], [37], [38] network protocols for secure and
protocols efficient communication.
Secure Implement robust authentication
authentication 5 [10], [15], [17], [29], [41] | schemes to verify user access and
mechanisms maintain data integrity.
Practical application Demonstrates feasibility of systems in
. 5 [8], [18], [19], [40], [43] real-world healthcare scenarios,
in healthcare . : .

ensuring practical usability.

Table 5 shows the advantages of the studies utilizing "Other Technologies,” revealing diverse benefits
tailored to different aspects of healthcare systems. Efficient access control was a key feature, particularly in
studies employing multi-agent systems and NFC authentication, which streamlined workflows and provided
seamless user experiences. High security and accuracy were achieved through technologies like
cryptographic methods, federated learning, and lightweight protocols, ensuring reliable protection of
sensitive data. Privacy-friendly environments were also emphasized, ensuring that data sharing adhered to
ethical and regulatory standards. Several studies demonstrated reduced computational costs, leveraging
efficient algorithms like OBDD and ECC to optimize resource usage while maintaining robust performance.

Table 5: Advantages of studies using other technologies
Advantage References

Efficient access control [33], [41]

High security and accuracy [34], [35], [36], [38], [39]
Privacy-friendly environment | [36], [39]

Reduced computational cost [37], [38], [40]

Data confidentiality [39], [43]
Secure data sharing [42], [43]
Improved user interaction [41]

Seamless healthcare workflow | [41]

Discussion”

A systematic review was done on the security and privacy of EHR. The EHR is shared among healthcare
workers for achieving good quality health care and for achieving savings. In such cases, privacy is important
as the patient may face problems if the information is disclosed. Standards and guidelines pertaining to
security and privacy in EHR systems have been developed and issued in recent years [44].

Cybersecurity is the main concern of healthcare providers by adopting technologies to increase the quality
of life in patients. WannaCry and ransomware are the recent cyber-attacks that cause destruction to
healthcare due to these attacks [44,45]. A systematic review was done to assess the most commonly
occurring factors that affect organizations due to the ignorance of the cyber threat in healthcare. They
concluded that a standardized and collaborative approach for developing training programs, sharing
information, and campaigns on cybersecurity attacks are required to strengthen the healthcare organizations
against cyber threats [45,46].
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Big data security protects the data of healthcare and maintains the confidentiality and privacy of the patient
from unauthorized access. The two are essential for making sure that big data is used for research and
individualized care in an effective manner without jeopardizing the privacy of medical information and
healthcare data. As the amount of data increases in the health sector which makes it crucial for securing the
sensitive data using big data analytics. A systematic review examines the challenges in association with the
privacy and security of big data in healthcare and concludes that there is a significant increase in the
healthcare security various challenges must be considered [47].

A review was done to assess the challenges and solutions associated with cybersecurity in the healthcare
sector and the improvements needed to counteract the cyberattacks like ransomware, and phishing which are
used by the cyber attackers to information. They found the most effective methods of cyberattacks that
target healthcare during COVID-19 and the cybersecurity challenges that need improvement. During the
COVID-19 pandemic and any potential future pandemics or epidemics, they gave the health sector valuable
insights on cybersecurity challenges [48].

A study was to assess the clinicians' perspective on cybersecurity in healthcare and its effect on the safety of
patients and organization functioning. It also assessed the challenges in association with cybersecurity
implementation and the risks associated with it. To reduce these risks, healthcare system stability, maintain
the trust of patients, and further save lives, cybersecurity shows top security in the healthcare sector. To
effectively resist cyberattacks, a coordinated strategy is needed to enforce policies, change habits, and
implement creative techniques [49].

To determine the changing risks, technological developments, and effectiveness of the cybersecurity
solutions in place, a study thoroughly examines the relationship between cybersecurity and healthcare
[46,47]. The study concludes that although there have been notable developments in healthcare
cybersecurity, there are still issues with integrating new technologies, training medical personnel, and
encouraging cooperation among stakeholders. Prioritizing cybersecurity as a fundamental aspect of
healthcare delivery, funding education of cybersecurity, and promoting strict standards and laws are some
strategic proposals for legislators and healthcare executives. They advance our knowledge of cybersecurity
in healthcare, laying the groundwork for the next studies and strategic planning aimed at protecting private
patient data and bolstering healthcare systems' ability to withstand cyberattacks [48,49].

To ensure patient information security, records of healthcare are extremely sensitive and should not be made
accessible to unauthorized individuals. However, advanced technologies like cloud computing are
susceptible to cyberattacks that compromise patient privacy and security of electronic health records. In
these cases, wireless network security issues must be thoroughly understood and considered. A thorough
investigation of the security issues with cloud computing was conducted. demonstrated that access control,
permission, and authentication must be provided within the cloud's virtualized network to guarantee the
security of healthcare data [47,49]. In underfunded healthcare systems, limited resources and outdated
equipment hinder the adoption of advanced technologies. Scalable and cost-effective solutions like cloud
computing are essential in such contexts. Challenges such as lack of funding, regulatory barriers, and
insufficient training impede the effective implementation of cybersecurity strategies. Policymakers should
prioritize investments in secure technologies and establish global standards for healthcare data protection.
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Conclusion

The study concluded that integrating many technologies to address security, privacy, scalability, and
efficiency is necessary to improve healthcare systems. Blockchain and 10T enabled secure data sharing and
real-time monitoring, while mobile health apps and cloud computing improved data management. Federated
learning, lightweight protocols, and other technologies reveal the possibility for decentralized, patient-
centered solutions. Data security and scalability are essential for healthcare development. This study shows
that healthcare systems must explore and integrate new technology to meet changing needs. Al, ML, and
sophisticated cryptography can improve security and prediction.
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