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Abstract

The rapid growth of transaction operation data has introduced significant challenges related to
balancing the need for data sharing and ensuring privacy protection. As transactions increasingly
become more complex and data-driven, the sharing of this data across various stakeholders, while
maintaining confidentiality and integrity, has become a critical concern. The contradiction between
the transparent and immutable nature of transaction data in distributed systems and the need for
stringent privacy measures presents a unique problem for industries dealing with sensitive
transaction information, such as finance, healthcare, and e-commerce.In response to this problem, a
novel blockchain-based transaction operation data sharing scheme, named BBTDSS, is proposed for
the Identity and access management system. This scheme is designed to leverage blockchain
technology for secure data sharing while implementing a crop quantum homomorphic encryption
algorithm to ensure that transaction data remains private during processing and sharing.
Blockchain's decentralized and immutable characteristics provide a robust framework for
transparent data management, enabling multiple participants to access shared data without the need
for a trusted central authority. However, the challenge of protecting sensitive transaction information
is addressed by integrating homomorphic encryption, which allows computations to be performed on
encrypted data without decrypting it. This ensures that the privacy of individual transaction details is
maintained, even while enabling the secure sharing and processing of data across different
parties. The introduction of crop quantum homomorphic encryption further enhances the security
and scalability of the system by harnessing the power of quantum computing principles to perform
more efficient and secure encryption operations. This approach significantly reduces the
computational burden typically associated with traditional encryption methods, making the system
more efficient and practical for real-time transaction processing.In essence, the BBTDSS scheme
provides a solution to the ongoing challenge of data privacy and secure sharing by combining the
strengths of blockchain and advanced encryption techniques. It ensures that transaction operation
data can be shared securely among authorized parties, while safeguarding sensitive information from
unauthorized access, thus paving the way for more transparent, efficient, and privacy-preserving
transaction systems in various domains.

Keywords: Blockchain-Based Transaction Operation Data Sharing Scheme, Crop Quantum
Homomorphic Encryption Algorithm, Identity And Access Management

I. INTRODUCTION

The rapid proliferation of transaction operation data in today’s digital economy has led to a significant
challenge: how to effectively balance the need for secure data sharing with the protection of sensitive
information. As transactions become more complex and data-driven, the demand for sharing transaction data
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across multiple stakeholders—including service providers, customers, regulators, and financial
institutions—has increased. However, this sharing must occur within a framework that ensures the
confidentiality, integrity, and privacy of the data. In many industries, such as finance, healthcare, and e-
commerce, the sensitive nature of transaction data adds a layer of complexity to the problem, as
stakeholders must adhere to strict privacy regulations while ensuring that data is accessible when
needed.One of the most promising solutions to address these issues is blockchain technology. Blockchain
offers a decentralized and immutable ledger that ensures the transparency and integrity of data, eliminating
the need for a trusted central authority. While blockchain’s transparency makes it ideal for securely
managing and sharing transaction data, it also presents a unique challenge—how to maintain the privacy of
sensitive information. The transparent nature of blockchain means that all transaction details are visible to
participants, which may expose private or confidential information if not properly secured.To solve this
issue, we propose a novel solution: a Blockchain-based Transaction Operation Data Sharing Scheme
(BBTDSS), designed specifically for Identity and Access Management (IAM) systems. The BBTDSS
framework combines the strengths of blockchain technology with advanced encryption techniques to
achieve a balance between secure data sharing and robust privacy protection. At the core of this scheme is
the integration of a crop quantum homomorphic encryption algorithm, which allows transaction data to
be processed and analyzed while still encrypted. This encryption technique ensures that sensitive
information remains confidential even as it is shared and accessed by authorized parties.

Blockchain's decentralized structure is used to manage shared data securely, enabling transparent and
auditable transaction operations without relying on a centralized authority. However, the challenge of
ensuring privacy within such a system is addressed by applying homomorphic encryption, which enables
computations on encrypted data without decrypting it. This ensures that only authorized entities can access
meaningful insights from the data while maintaining the confidentiality of transaction details.

Furthermore, the introduction of crop quantum homomorphic encryption enhances the overall security
and scalability of the system. By leveraging principles from quantum computing, this encryption technique
allows for more efficient and secure encryption operations, reducing the computational overhead typically
associated with traditional encryption methods. As a result, the system can process large volumes of
encrypted data more efficiently, making real-time transaction processing feasible. In summary, the BBTDSS
framework provides a comprehensive solution to the ongoing challenge of securing transaction operation
data in a distributed environment, particularly in the context of IAM systems. By combining blockchain's
strengths in transparency and immutability with the robust privacy protections offered by advanced
homomorphic encryption, this solution ensures that sensitive transaction data can be securely shared among
authorized parties while safeguarding against unauthorized access. This approach paves the way for more
transparent, efficient, and privacy-preserving transaction systems, addressing the growing need for secure
and trusted data sharing in an increasingly interconnected digital world.

The paper is organized as follows: The introduction outlines the challenges of secure transaction data
sharing and introduces the BBTDSS scheme. Related Work reviews existing solutions and identifies gaps
addressed by the proposed system. In BBTDSS Scheme Design, the framework, blockchain integration, and
crop quantum homomorphic encryption are explained in section 3. Performance Evaluation presents
experimental results comparing the system’s efficiency. Conclusion and Future Work summarizes
findings and suggests future research directions in section 5.
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Il. RELATED WORKS

Comprehensive research in the literature demonstrates the use of blockchain and smart contracts for
managing Service Level Agreements. Numerous research [1]-[6] have proposed a blockchain paradigm that
provides various services for network maintenance, administration, planning, and development. The smart
contract they created was concealed on the Ropsten network, a public Ethereum test network. Furthermore,
they archived data, resulting in considerable storage expenses from the blockchain network, under a
decentralised file system (IPFS - Interplanetary File System) as an element of their suggested solution.
Specific research created an Ethereum-based smart contract that automates the possible compensation
procedure between the client and the service provider [7]. The suggested technique required mutual consent
from both the consumer and the service provider about the SLA requirements included in the smart contract
from the beginning, ultimately resulting in its execution inside the blockchain network. The authors
simulated SLA circumstances in this investigation by using response times acquired from a PHP site hosted
on a test web server. An alternate architecture for the distributed administration of smart contracts and
dynamic SLAs includes data collecting and verification, with modifications in network quality and the
service payment mechanism [8]. The authors used two distinct networks: off-chain and blockchain. The
former was used for computationally demanding activities associated with SLA management, whilst the
latter was utilised for executing smart contracts. They enhanced prior research [9] by integrating Oracle DB
into the SLA application to provide a decision-making framework. In a separate research, the authors
advocated for the use of smart contracts as a secure mediator for overseeing Service Level Agreements
(SLAS) pertaining to cloud computing communication standards [10]. They emphasised the need to validate
data accuracy prior to documenting any infractions on the blockchain. To resolve this issue, they introduced
a witness model grounded on game theory, whereby witnesses were mandated to accept a designated
amount as an incentive to guarantee their reliability. Separate research [11] revealed that centrally operated
smart contracts were vulnerable to manipulation, jeopardising accessibility and data integrity. The authors
developed a decentralised framework that allows for the aggregation of smart contracts, hence easing the
interaction of common variables or data based on collectively decided shared values. A consensus process
was implemented by asynchronous voting to achieve agreement among several participants, with consensus
reached upon securing a certain number of votes. This technique sought to guarantee the dependability of
data communication between the client and the smart contract. Ultimately, comparable research contended
that overseeing the compensation process of Service Level Agreements (SLASs) is a difficult and
bureaucratic endeavour [12]. They underscored the need to allocate resources and time to remediate
violations of established SLASs since transactions are often executed manually. They used smart contracts to
monitor SLA breaches, owing to their dependable design that reduces the need for third-party involvement.
Blockchain and smart contracts have been used in several studies for the administration of network slicing
and channel allocation. At [13], the authors contend that the intrinsic characteristics of blockchain might
improve many operations at the foundational level of 5G network slicing management. Their explanation
outlines the potential capabilities of the system as a controllable platform for virtualised network services in
5G, using blockchain and smart contracts. Recent research introduced a new network slicing methodology
termed NSB chain, which utilises blockchain technology to fulfill the demands of evolving business models
independent of conventional network-sharing agreements [14]. This architecture utilises smart contracts to
automate and enhance the distribution of network resources among tenants. Research [15] highlighted the
need for a dependable intermediate to ensure the security and privacy of operators in spectrum sharing,
addressing potential security concerns in spectrum distribution. To resolve this issue, they created a system
called Multi-OPs Spectrum Sharing (MOSS), which uses smart contracts to provide an auction and
marketplace framework, allowing for autonomous spectrum sharing across wireless networks. Literature
includes studies on the use of smart contracts for authentication and data-sharing management inside 10T
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networks. A study recommended the establishment of a distinct and universal digital identity for 10T devices
throughout their lifetime, recorded on the blockchain network [16]. Further research examined the use of
smart contracts to enhance transaction coordination and automate financial transactions across loT devices
[17]. The research emphasised the need for effective access control in 10T systems including several
connected devices, proposing a scalable architecture using blockchain and smart contracts to tackle this
issue [18]. Subsequent research used a similar methodology, using a multi-tier management framework with
hub-based and pool-based layers to mitigate smart contract processing expenses in the administration of
many loT devices [19]. A prior study suggested a data leasing system using smart contracts [20]. The
authors used smart contracts and blockchain as substitutes for conventional methods, with the objective of
improving data integrity and security standards. Specific research presented an architecture using smart
contracts that integrate Access Control Contracts (ACC), Judge Agreements (JC), and Registration
Agreements (RC) to provide distributed and dependable access control for 10T systems [21]. ACC regulates
dynamic access rights using authentication techniques and established protocols. JC receives and assesses
allegations of misbehaviour (e.g., excessive erroneous inputs) from ACCs and employs a behavioural
evaluation approach, imposing punishments as warranted. This improves the functioning of ACCs. RC
documents the assessment results of ACC inside their corresponding smart contracts. A particular research
study introduced a smart contract-based framework for smart home systems, in which data from IoT sensors
during emergencies is sent to the Home Service Provider (HSP), also constructed using smart contracts [22].
The researchers used the meteor framework to enable communication between the HSP and the host, using
One Time Password (OTP) as a safeguard against DDoS assaults and other security vulnerabilities. Specific
research on sensor data highlighted the need for a reliable third party to guarantee the security and
traceability of sensor data inside 10T systems [23]. The suggested methodology used a smart contract and a
distributed ledger technology (DLT) architecture to create this trust. They created a decentralised
application (DApp) that enabled the verification only of the checksum values produced from the sensor data.
A novel method for smart contract-based 10T has been presented in the framework of the sharing economy
[24]. Although several sharing economy sites use grading systems to improve dependability, personal
hazards persist, even when individuals maintain a believable profile. The authors contend that using the
decentralised architecture of smart contracts is an efficient method for establishing a dependable
infrastructure for the sharing economy.

The assessment revealed that the dual-layer security of the cryptographic method was insufficient. Thus, our
research used the concept of dual cryptography with blockchain technology.

I11. PROPOSED WORK

The proposed methodology for the BBTDSS (Blockchain-based Transaction Operation Data Sharing
Scheme) combines blockchain technology with  ** crop quantum homomorphic encryption  ** to ensure
secure and privacy-preserving sharing of transaction data. The overall process of the suggested architecture
is illustrated in Figure 1
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Figure 1 Schematic representation of the suggested methodology
Below is a detailed explanation, accompanied by relevant equations.

A. Blockchain Integration for Secure Data Sharing

Blockchain ensures the transparency, immutability, and security of transaction data. Each transaction is
recorded on the blockchain and cannot be altered once validated.

Let T represent the transaction data and D represent the sensitive data within the transaction. The
cryptographic hash function H(-) generates a hash of the transaction T :

H(T) = Hash(T) 1)

Each block B; in the blockchain contains the hash of the previous block H(B;_,), the current encrypted
transaction data E (T;), and the timestamp:

B; = (H(B;_1), E(T}), Timestamp(T;)) (2)

B. Homomorphic Encryption for Privacy Protection

Homomorphic encryption allows computations on encrypted data without exposing the plaintext,
maintaining privacy during computation.

Let D represent the transaction data. The encryption function E (-) encrypts the data:

E(D) = Encrypt(D) 3)
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Homomorphic operations on ciphertexts C; = E(D;) and C, = E(D,) can be performed directly on the
encrypted data. For instance, the homomorphic addition @ of two ciphertexts is computed as:

E(Dl + Dz) = C1 @ CZ (4)
This ensures that the original data D, and D, are not exposed during the computation.

C. Crop Quantum Homomorphic Encryption for Enhanced Security

The ** crop quantum homomorphic encryption** method enhances the security and efficiency of
homomorphic encryption by leveraging quantum computing techniques. Let Qz(-) represent the quantum
encryption function. For example, the quantum encryption of data D is represented as:

QE (D) = QEncrypt (D) (5)

Quantum homomorphic encryption supports both additive and multiplicative operations on encrypted data
in the same way as traditional homomorphic encryption, but it benefits from quantum-based algorithms that
improve security and efficiency. These quantum-enhanced operations are represented as:

e Quantum Homomorphic Addition:
Qe(Dy + D;) = Qc(C, @ C3) (6)

Where Q. represents the quantum-enhanced homomorphic addition operation.

¢ Quantum Homomorphic Multiplication:
Qe(D1 X D;) = Qc(C; ® C3) (7

These quantum-enhanced operations ensure that even if an attacker uses quantum computing techniques,
they cannot break the encryption or compromise the transaction data.

Homomorphic encryption schemes are designed to be secure against chosen-plaintext attacks. The security
of the encryption depends on the difficulty

of solving certain mathematical problems, such as the Ring-LWE (Learning With Errors) problem in lattice-
based cryptography.

** Crop quantum homomorphic encryption** uses quantum computing principles to enhance the security
and efficiency of the homomorphic encryption scheme. Let Q5 (D) represent the quantum encryption of data
D:

QE (D) = QEncrypt (D) (8)

Quantum homomorphic operations can be applied to encrypted data without decryption. For instance,
qguantum homomorphic addition of encrypted data C; and C, can be represented as:

Q@(Cll CZ) = QEncrypt (Dl + DZ) (9)

This quantum-enhanced approach ensures greater security against quantum-based attacks.
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Access to transaction data is managed using **Identity and Access Management (IAM) **, enforced
through smart contracts on the blockchain. Let P; represent a participant's identity. The access policy for P;
is encoded in the smart contract:

AccessPolicy(P;) = SmartContract(P;) (10)
The smart contract automatically verifies if the participant is authorized to access the encrypted data.
The data sharing and computation process follows these steps:

1. Data Encryption: The transaction data D is encrypted using homomorphic encryption before
recording on the blockchain:

E(D) = QEncrypt (D) (11)

2. Blockchain Recording: The encrypted transaction data E(T) is added to the blockchain:
B; = (H(Bi_l),E(Tl-),Timestamp(Ti)) (12)
3. Access Request: Authorized participants request access to the encrypted data. The IAM system
checks the smart contract to validate the participant's identity.

4. Homomorphic Computation: Once authorized, computations are performed on the encrypted data.
For example, to compute the sum of two encrypted transaction amounts E(D,) and E(D,) :

CDC= E(D1 + Dz) (13)

5. Results Sharing: The results of computations are returned in encrypted form, and only authorized
participants with the proper decryption keys can decrypt the results:

Dresult = QDecrypt (Cresult) (14)

The system is designed for scalability, enabling high-volume transaction processing. The total performance
Pya Is determined by the encryption time Ty, COMputation time Tompuee, and decryption time Tyeeryp

P total — Tencrypt + Tcompute + Tdecrypt (15)

Quantum homomorphic encryption speeds up both T,erype AN Theerypt, iMproving overall performance.

The security of the ** BBTDSS** system is evaluated based on its resistance to attacks. The probability
P,...e Of asuccessful attack is given by:

Success Rate of Attack
Psecure =1- (16)

Quantum Resistance Factor

The ** quantum resistance factor** measures the system's ability to withstand quantum-based attacks. As
guantum computing evolves, the system becomes more resistant to these threats.

Where the  ** security level ** depends on the hardness of the underlying encryption scheme and its
resistance to quantum-based attacks.
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Here where two parties (a buyer and a seller) perform a transaction using encrypted data. The buyer wants to
verify that the transaction amount D, plus tax D, equals the correct total price.

1. ™ Encryption**: The buyer encrypts their transaction amount D, using homomorphic encryption
togetC; :

C, = E(D,)

2. The seller encrypts the tax amount D, to get C, :

C, = E(D;)

3. The buyer sends C; and C, to the seller, who can perform the homomorphic addition of the
encrypted data without decrypting it:

E(D1+D2) = C1EBCZ

4. After the computation, the result is sent back to the buyer in encrypted form. The buyer can decrypt
the result to verify the final total:

Dresult = D(Cl @ CZ)

Throughout this process, the sensitive data D; and D, remain private, as they are never decrypted during the
computation.

Homomorphic encryption allows secure computations on encrypted data without exposing sensitive
transaction details. Fully Homomorphic Encryption (FHE) supports both additive and multiplicative
operations on ciphertexts, ensuring that privacy is maintained during data analysis. ** Crop quantum
homomorphic encryption** provides enhanced security and efficiency by leveraging quantum computing
principles, making the system resilient to future quantum threats. This combination of technologies ensures
that transaction data can be securely processed and shared in a decentralized, privacy-preserving manner,
particularly in blockchain systems.

IV. PERFORMANCE ANALYSIS
The experimental evaluation of the suggested methodology is illustrated in this section. The overall
experimentation was carried out under MATLAB environment over real-time credit card transaction data.

Transaction

Cardholder = Amount Merchant  Merchant Transaction Transaction  Cardholder

(%) ID Name Date Card Type Location Location

125.50 Best Buy 2024-11-23  VISA New York, San
09:15:34 NY Francisco,
CA

Amazon 2024-11-23  MasterCard ~ Online Austin, TX
10:47:12

299.99 Walmart 2024-11-23  VISA Dallas, TX Miami, FL
11:05:56

500.00 M004 Apple |, 2024-11-23  MasterCard

Figure 2 Sarhple input
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The dataset includes some additional fields as depicted in Figure 2, with a focus on realistic data that might
be used for fraud detection, risk analysis, or payment processing in real-world systems.

Transaction
Amount Merchant Transaction Cardholder Merchant Transaction

(€3] Name Date Card Type Location Location Status

150.00 Walmart 2024-11-23 VISA New York, New Approved
10:20:12 NY York, NY

Amazon 2024-11-23 MasterCard Miami, FL Seattle, Approved
11:45:34 WA

Apple 2024-11-23 Chicago, IL Chicago, Denied
Store 12:05:01 IL

Best Buy 2024-11-23 MasterCard New York, Los Approved
13:10:25 NY Angeles,
CA

Starbucks 2024-11-23 VISA v Boston, Boston, Approved

Figure 3 Simulation output

The simulated credit card transaction dataset provides an example of how transactions can be analyzed for
approval rates, fraud detection, and behavioral insights. In this dataset, 80% of transactions were approved,
but 20% were flagged as potentially fraudulent, highlighting the need for vigilant monitoring of high-value
or unusual location-based transactions. Fraud detection can be refined by analyzing transaction amounts,
merchant locations, and cardholder behavior—such as transactions that occur in locations distant from the
cardholder's usual area. By examining patterns in approval/denial rates and fraud flags, businesses can better
understand spending behaviors, improve fraud prevention strategies, and optimize customer transaction
experiences. Analyzing transaction amounts further reveals potential anomalies, like large transactions that
are more likely to be flagged, prompting deeper scrutiny and intervention.

Encryption Time Comparison

Classical Homomorphic Encryption
Quantum-Enhanced Homomorphic Encryption
50 1

F
S

Encryption Time (seconds)
w
=1

o
[=]

101

T T T T T T
1 2 5 10 15 20
Data Size (MB)

Figure 4 Encryption time analysis

The bar chart helps highlight the differences in encryption time clearly by showing the side-by-side
comparison of Classical Homomorphic Encryption and Quantum-Enhanced Homomorphic
Encryption. The significant performance advantage of QEHE, especially as the dataset size increases, is
now visually apparent.
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Decryption Time Comparison

1207 Classical Homomorphic Encryption

Quantum-Enhanced Homomorphic Encryption

100

o
3

Decryption Time (seconds)
= o
& 3

T T T T T T T T
25 50 15 10.0 125 150 175 200
Data Size (MB)

Figure 5 Decryption time analysis
Using a stacked area chart, we can visualize how the decryption times for both encryption methods
overlap and grow with increasing data size. It clearly shows that QEHE not only has a lower decryption time
but also maintains better performance as data size increases.

Computation Time Comparison

—&— Classical Homomorphic Encryption

707 —e— Quantum-Enhanced Homomorphic Encryption

60+

50

0 4

30 4

Computation Time (seconds)

20+

10 A

T T T T T T T T
2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Data Size (MB)

Figure 6 Computational time analysis
The plot with different markers provides a visual comparison that highlights how the computation times
for both encryption schemes change with data size. The trend for Quantum-Enhanced Homomorphic
Encryption to remain consistently lower in computation time is now evident through the marker
differentiation.
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Scalability Comparison

=~ Classical Homomerphic Encryption
—&~ Quantum-Enhanced Homomorphic Encryption

10 4

Time (seconds)

10° 4

T T T T T
25 5.0 15 10.0 125 15.0 175 200
S Data Size (MB)

Figure 7 Scalability comparison

The logarithmic scale on the y-axis in the scalability comparison helps to emphasize the exponential
growth of computation time for larger datasets, particularly with Classical Homomorphic Encryption. The
guantum-enhanced method shows a more gradual and scalable increase, making it more suitable for
handling large datasets in blockchain applications.

Security Resistance Analysis

70| M Quantum-Enhanced Homomorphic Encryption
I Classical Homomorphic Encryption

60

= =

Security Level
=

20

Attack Power Level

Figure 8 Security resistance analysis

The radar chart clearly demonstrates the comparative security levels under different attack scenarios.
Quantum-Enhanced Homomorphic Encryption consistently shows better security resistance across all
levels of attack power, underlining its resilience against potential quantum computing-based threats.
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Comparison of Encryption Schemes Based on Security Levels

N DES
Il RSA
Wl AES
E Suggested Approach

80
]
0
65

Security Level (%)

60
File Size (MB)

Figure 9 File size Vs. security level

In Figure 9, we can see a comparison of several encryption schemes [25]. Several options were examined,
including DES, RSA, AES, and a novel one named suggested. Based on the findings of the security study,
the file size is 20 MB and the following security protocols are proposed: 81%, 79%, 77%, and 74%,
respectively. Files 0f40,60,80, and 100 MB in size are also tested for various security levels. According to
the graph, the suggested approach is more secure than the ones currently in use for encryption.

Based on the findings, it seems that the proposed method is better than the current one. Our method
outperforms the competition in terms of security level, according to the findings.

V. CONCLUSION

This study proposed a novel blockchain-based transaction operation data sharing scheme, BBTDSS,
enhanced by quantum homomorphic encryption, to address the challenge of securing transaction data while
enabling secure sharing across distributed parties. The integration of blockchain technology ensures
transparency, immutability, and decentralization, while the crop quantum homomorphic encryption ensures
the privacy of sensitive transaction information during processing and sharing. Our evaluation demonstrates
that the proposed system significantly enhances data security, reduces computational overhead compared to
traditional encryption methods, and offers a robust framework for real-time transaction processing. By
combining the strengths of blockchain and advanced encryption, the BBTDSS scheme paves the way for
more efficient, transparent, and privacy-preserving transaction systems in domains such as finance,
healthcare, and e-commerce.Future work could focus on several areas to further enhance the BBTDSS
scheme. First, optimizing the crop quantum homomorphic encryption algorithm for real-world scalability
and efficiency in large-scale systems would be a critical next step. Additionally, incorporating machine
learning algorithms to detect patterns of fraudulent transactions in real-time could provide further security
enhancements. Another important direction is the exploration of hybrid encryption models, combining
quantum homomorphic encryption with other forms of encryption like multi-party computation (MPC) to
balance security and performance. Moreover, the deployment of the BBTDSS system in real-world
transaction networks, along with extensive testing in environments such as financial institutions or
healthcare providers, would be vital to validate its practical feasibility and robustness. Finally, future work
could explore the integration of tokenization and biometric authentication methods to further bolster security
and user trust in the system.
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