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Abstract

This review article examines weaknesses in Cross- Origin Resource Sharing (CORS) and the necessary
testing techniques essential for protection of modern online applications. Safeguarding sensitive user
data depends on understanding and mitigating CORS-related risks as online applications become more
dynamic and linked. Offering a complete basis for vulnerability detection, the paper looks at several
testing techniques including human testing, automated tools, and browser developer tools. Moreover,
it emphasizes real events that show the serious results of poorly applied CORS rules, therefore stressing
the need for strict security measures. Examined are best practices for CORS security—that is, suitable
configuration, regular audits, and increased developer awareness—that help companies to raise their
security posture. The report presents expected developments in CORS security including machine
learning for identifying anomalies and centralized policy management. This mix of strategies and
penalties gives businesses trying to keep high levels of safety in a digital context significant new insight.
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1. INTRODUCTION

Cross-origin resource sharing, sometimes referred to as CORS, is a security feature influencing the interaction
of online apps among several backgrounds. This provides safe online access to materials. By use of the "same-
origin policy," which bans websites from accessing resources stored outside of their domain unless they are
explicitly allowed to do so, CORS is quite vital in the management of the interaction between web clients and
servers. Although online security depends on this method, incorrect implementation of this one could cause
major hazards. Before one can start to understand CORS' ideas, headers, and preflight requests, one must first
have a fundamental awareness of them. The CORS method employs particular headers to be used. These
headers restrict the access to a resource's sources. These headers consist of “visit-Control-allow-Methods’,
which manages HTTP methods, “Access-Control-allow-Headers", which notes which headers are approved
in requests, and “Access-Control-allow-Origin’, which notes which domains are let to visit the website. Under
some circumstances a preflight request is triggered, thereby confirming the CORS policy of the server before
the real request is made. This method is frequently utilized in situations including requesting custom headers,
applying non-simple methods like PUT or DELETE, or managing resources that can possibly lead to security
concerns. Although CORS is quite important, it can also introduce flaws, particularly in cases of erroneous
rules setting. Many often-occurring CORS flaws are brought on by improper settings. These include too
permissive settings allowing access from any source, the use of insecure wildcard symbols ("*°) in the
“Access-Control-allow-Origin™ header, and the neglect to properly name the sources and approaches that are
really required[1].
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Figure 1 Cross-Origin Resource Sharing (CORS)

These settings enable possible attacks including data exfiltration, in which an attacker could steal sensitive
data from one origin by using access from another origin. Cross-site scripting (XSS) attacks—which happen
when an assailant inserts harmful code into a vulnerable website, therefore extending the attack surface—can
also disclose application vulnerabilities. These situations involve looking at responses to demands coming
from several sources. This helps one to find improperly set policies that might be used. Two automatic testing
tools often used to search for CORS vulnerabilities are OWASP ZAP and Burp Suite. These tools aim to find
vulnerabilities by automating the cross-origin request sending procedure and examining server responses.
Regarding large-scale API or application testing, these technologies are simply not comparable to anything
else. Furthermore, browser development tools provide a direct way for real-time evaluation of CORS requests
and responses, therefore arming developers with the capacity to fix problems as they arise[2]-[4]. These
instruments show information about request headers, server responses, and any possible problems connected
to CORS rules, so helping to identify vulnerabilities. This helps one to identify weaknesses. It is crucial to
underline that the consequences of CORS vulnerabilities go well beyond basic misconfigurations; if they are
not checked, they can cause serious security issues. One of the most serious threats CORS weaknesses can
provide is data exfiltration. Sensitive data, such personal information or API keys, could be accessed by a
malevolent third-party source in this context. If an assailant finds, for instance, that a poorly configured CORS
policy allows their origin to access private data from a web server, they can then submit requests that are not
authorized and get secret data. Another key issue linked with CORS vulnerabilities is the abuse of cross-site
scripting, sometimes referred to as XSS[5]-[7].

2. LITERATURE REVIEW

Bruno 2022 Instead of re-engineering the Web, the suppliers applied security patches—protocols,
techniques—to the Web platform so establishing a more user-friendly and safer environment for web users.
Still, these updates not only neglected to completely solve the security problems but also carried extra security
risks not known to users or website operators. Original research on two different security patches is presented
in this paper to investigate their application in useful environments and find neglected features and factors
connected to their use: the security mechanism CORS and the security protocol OAuth. This work emphasizes
on offensive strategies in which create automated tools including creative approaches for assessing and
quantifying the security aspects of the OAuth protocol and CORS mechanism in useful environments[8].
Zaheri 2022 While proving successful targeted deanonymizing attacks on well-known platforms including
Google, Twitter, LinkedIn, Facebook, Instagram, and Reddit, evaluate our assaults on several hardware
microarchitectures, diverse operating systems, and multiple browser versions, including the highly secure Tor
Browser. Most of the time our assault runs in less than three seconds and may be scaled to target an
exponentially high user count. Suggest a thorough defense carried out as a browser plugin to help to reduce
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these dangers. Our protection is now available on the Chrome and Firefox app stores to reduce the danger to
vulnerable consumers. Have fairly shared our results with the Electronic Frontier Foundation as well as
several technological suppliers. In the end, advise users unable to install the extension as well as websites and
browser creators[9].

Sprecher 2022 Evaluate our attacks on several hardware microarchitectures, different operating systems, and
several browser versions—including the extremely safe Tor Browser—while proving successful targeted
deanonymizing attacks on well-known platforms including Google, Twitter, LinkedIn, TikHub, Facebook,
Instagram, and Reddit. Usually running in less than three seconds, our attack can be scaled to target an
exponentially large number of users. We offer a thorough defense carried out as a browser plugin to help to
reduce these risks. Currently available in the Chrome and Firefox app stores, our protection helps to reduce
the risk to vulnerable users. Have fairly shared our results with several technological companies as well as the
Electronic Frontier Foundation. In the end, advise browsers and websites as well as consumers unable to
install the extension[10].

Singanamalla 2022 The domain sharding method used in HTTP/1.1 distributes sub resources across
subdomains to improve performance through more connections, therefore impeding the capacity to aggregate
requests. In these cases, HTTP/2 clients create new connections to obtain material housed on the same server
and start further DNS searches. Originating Frame is an HTTP/2 improvement tool that lets servers tell
customers of more domains reachable from the same connection. Supported by only one browser, the
extension lacks any known server implementation even though content delivery network (CDN) providers
suggested it and the IETF standardized it in 2018. We compile and examine a large dataset. Model connection
coalescing using the dataset and find a minimum set of certificate changes that maximize client coalescing
possibilities. Then, at a large CDN, ORIGIN Frame support was applied and set up. Five thousand certificates
were reissued to evaluate and validate our scaled-down models. Over two weeks, passive observations were
conducted on production traffic, during which active measurements were also conducted on 5000
domains[11].

Ravindran 2022 Evaluations supported by penetration testers or security analysts help to equip the company
against any security vulnerabilities. Implementing security fixes will help to solve all present faults and
vulnerabilities in the web applications of the company after the Vulnerability Assessment and Penetration
Testing (VAPT) of the apps. This paper defines common web application security vulnerabilities,
prerequisites for doing a security assessment of the web application, and the advised practices and prohibitions
connected with each vulnerability throughout the evaluation. This paper looks at several types of security
testing and stresses the need of vulnerability assessment and penetration testing (VAPT) in every
company[12].

TABLE NO. 1 LITERATURE SUMMARY

Sprecher 2022
[10]

Monitoring third-party script
access to user PIlI using
Firefox browser

Lack of access control over
third-party scripts leads to
privacy violations

Existing solutions fail to
control third-party access
to user Pl effectively

2021 [14]

modeling to represent CPS
elements and vulnerabilities.

systems are vulnerable to

Meiser 2021 | Studied Tranco Top 5,000 | Increased attack surface | Limited research on trust
[13] sites, analyzed cross-origin | created by cross-origin | implications in  cross-
communication prevalence. | communication partners' | origin communication

trust. vulnerabilities.
Zografopoulos | Demonstrated threat | Cyber-physical energy | Limited frameworks for

high-fidelity = modeling
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disruptive, malicious | and simulating CPES
attacks. attacks.

Deshmukh Implemented IDEA | Ensuring privacy, | Limited studies

2021[15] algorithm and CORS filters, | integrity, and security in | comparing IDEA and
compared its effectiveness | Healthcare Management | AES-256 for healthcare
with AES-256 encryption. Systems. data privacy.

Meiser 2021[13] | Analyzing cross-origin | Increased attack surface | Prior work overlooks
communication and building | due to cross-origin | trust-related risks in cross-
trust relationship graphs communication on modern | origin communication

web applications.

3. CROSS-ORIGIN RESOURCE SHARING (CORS)

A security method called cross-origin resource sharing, or CORS, allows web servers to exert management
and control over which origins—domains—are allowed access to resources held on the server. Modern web
applications must have CORS since it provides controlled access to resources derived from several sources.
For application programming interfaces (APIs), online services, and programs depending on outside data, this
is especially crucial[16].

A. The Fundamentals of CORS

Web browsers apply this policy, sometimes referred to as the Same- Origin Policy (SOP), to limit the
interactions between documents or scripts loaded from one source and resources loaded from another. This
approach will help to stop rogue websites from reading private data gathered from other domains. But in
contemporary applications, web pages frequently request resources from another source—such as type fonts,
pictures, or application programming interfaces (APIs). Standard operating procedure (SOP) would usually
forbid this. By allowing a server to specifically name which sources are permitted to access its resources, the
Content Object Requesting Service (CORS) offers a safe way to get around this restriction. Delivering specific
HTTP headers in response to the browser's queries allows the server to provide this permission. An extra
degree of security is provided by CORS, which guarantees that requests coming from many sources are only
approved if they are particularly authorized[17].

B. CORS Headers

CORS uses several headers delivered in HTTP requests and answers to control and manage access from
several sources. These headers define whether the request should be approved, whether techniques are
permitted, and the kinds of headers that can be used. The main CORS headers listed here are Included in the
server's response, this header—known as the Access-Control-allow- Origin header—helps to indicate which
sources are allowed to access the resource. The situation may call for a specific domain (such as
https://example.com) or a wildcard (*) allowing access from anyone. Access-Control-allow-Methods, or this
header, decides which HTTP methods—among others GET, POST, PUT, and DELETE—are allowed when
visiting the resource from another website. X-Custom-Header is an example of a header that is defined by the
Access-Control-Allow-Headers header. This header determines which custom headers are permitted in cross-
origin requests. In situations where the client delivers headers that are not standard, this is an important
consideration. A header known as Access-Control-Allow-Credentials is responsible for determining whether
credentials (such cookies, HTTP authentication, or TLS client certificates) are permitted to be included in
requests that originate from different origins. When this is set to true, the browser will only send credentials
if the server permits it to do so. Access-Control-Expose-Headers is a header that gives the server the ability
to specify which headers can be exposed to the JavaScript code of the client. If this is not present, then some
headers will not be displayed by default. This header, known as Access-Control-Max-Age, specifies the
maximum amount of time that a browser is able to store the results of a preflight request in its cache[14], [15],
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[18].

C. CORS Preflight Requests

CORS preflight requests are automatically sent by the browser before the actual cross-origin request is made.
This is especially true for methods or headers that are not regarded to be "simple™ (for example, requests to
delete or put data). The preflight technique guarantees that the server is aware of the CORS request and
provides its permission to the browser before it advances with the request. A preflight request is a kind of
OPTIONS request used to find out whether the server can fulfil the main request. Along with the Origin
header, which details the method and headers the browser intends to employ, an OPTIONS request is delivered
to the server by the browser. Among the headers the server returns to the browser in response to a request to
ascertain whether the request is allowed are Access-Control-allow-Methods, Access-Control-allow-
HEADERS, and Access-Control-allow-Origin. The browser will first generate an OPTIONS request should
a client try to execute a cross-origin PUT request with a custom header, for example. The browser will make
the PUT request upon a favorable response from the server displaying the necessary headers. Should the
request go unmet, the browser will stop it. Even though CORS preflight requests add overhead, particularly
for operations that are complicated, they are necessary for ensuring that security is maintained while also
facilitating resource sharing between origins. Both users and servers are protected from interactions that are
not authorized or hazardous when preflight requests are implemented. This is accomplished by ensuring that
servers explicitly accept cross-origin operations[19]-[21].

4. CORS VULNERABILITIES

Misconfigurations or settings that are excessively permissive might result in severe security problems, even

though Cross-Origin Resource Sharing (CORS) offers key functionalities for online applications. For

developers and security experts to protect their apps from the dangers of possible exploits, they must first
fully grasp these weaknesses[22].

A. Misconfigured CORS Policies

Misconfigured CORS policies arise from improper definition of which origins are permitted access to

resources by a server. Typical configurations include:

e Inaccurate Origin Whitelisting: Should developers mistakenly set the Access-Control-allow-Origin
header, untrusted sites could unintentionally access sensitive pages. For instance, attackers can take
advantage of a server's allowing of all sources (*) or inclusion of a wildcard that inadvertently reveals
private APIs by requesting illegal access from rogue websites.

e CORS rules should clearly list the precise HTTP methods permitted (GET, POST, PUT, DELETE).
Should the server's restrictions be insufficient, an assailant may carry out unplanned operations including
data deletion or change on the server.

e Lack of Credentials Control: Should a server mistakenly set the Access-Control-allow-Credentials header,
it could let illegal domains send and receive credentials (like cookies) with cross-origin requests, therefore
enabling possible session hijacking.

These settings can result from ignorance, mistakes made during deployment, or depending too much on

default settings unsuited for the security requirements of the application[23]-[25].

B. Overly Permissive CORS Settings

When a server lets access from all sources without enough thought given the security consequences, overly

permissive CORS settings result. This shows up frequently in:

e Using a wildcard (*) for the Access-Control-allow-origin header lets any domain access resources.
Especially in cases where the API permits sensitive actions or changes, this exposes delicate APIs and
data to possible use.
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o Permitting All Methods: Unauthorized behavior can result from the Access-Control-allow-Methods
header including all HTTP methods. If a malevolent player can make DELETE requests, for example,
they could wipe vital server data.

e Accepting any headers in the Access-Control-allow-Headers without restriction can expose the server's
infrastructure to header injection attacks, whereby attackers can control requests to exploit weaknesses in
the application.

C. Insecure Wildcard Usage

Insecure wildcard use is the incorrect use of wildcards in CORS environments that results in security issues.

These comprise:

e Using a wildcard in the Access-Control-allow- Origin header lets any origin access the resources of the
server. If the API lets sensitive actions, this can especially be risky since it lets illegal access possible.
Attackers can take advantage of this by creating malevolent websites interacting with the exposed API.

e Combining Wildcards with Credentials: A major security risk results when a server enables credentials
(Access-Control-allow-Credentials: true) yet allows wildcard origins. Should a user be authenticated on
the site and visit a hostile website capable of making authorized queries to the API, the credentials—that
is, session cookies—may be transferred to the attacker, therefore allowing them to pass for another user.

e Lack of Specificity in Wildcard Usage: When wildcards are used without specificity on what resources or
methods are available, it can lead to inadvertent exposure of sensitive data or functionalities, therefore
enabling attackers to more successfully exploit the program[26].

5. CORS VULNERABILITY TESTING TECHNIQUES AND THEIR IMPLICATIONS

A. Manual Testing Methods

Manual testing for CORS vulnerabilities tackles identification and evaluation of how a web application
manages cross-origin requests carefully. This begins with knowing the server's CORS configuration and the
resources accessible from many sources. Using tools like cURL or Postman, testers can track the server's
responses beginning with HTTP searches to the application from different sources. Analyzing the Access-
Control-allow-Origin header helps testers find whether the server appropriately limits access to reliable
sources. Testers could try to control the requests to employ several HTTP strategies (GET, POST, DELETE)
and track if the server responds suitably for each sort of request. They should also see how the server uses
credentials or custom headers to handle requests. This approach lets one fully grasp the server's CORS policy
and could highlight possible inappropriate setups or overly liberal settings that might expose the application
to security concerns[27]-[29].

B. Automated Testing Tools

Effective screening of mobile applications for CORS vulnerability depends on automated testing approaches.
Tools for CORS configuration testing is included in OWASP ZAP and Burp Suite. Testing several sources,
techniques, and headers to track server response, these instruments automatically make a range of enquiries
to the target application. They can act, for example, enquiring of untrustworthy sources to see whether the
program unintentionally grants access to sensitive endpoints. Automated systems can identify any insecure
wildcard usage—including Access-Control-allow-Origin: —as well as whether credentials are allowed with
such settings. Usually providing thorough data displaying vulnerabilities, these tools enable quick solution of
issues for developers. Even while automated technologies can speed up the testing process considerably, hand
verification is still necessary to correctly understand the background and implications of the findings[30].

C. Browser Developer Tools for CORS Testing

Testing CORS setups straight from the client-side perspective is made much easier using browser
development tools. Most contemporary browsers—including Chrome and Firefox—have built-in developer
tools that let testers examine network requests and answers. Testers may instantly see CORS request and
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response headers using the Network tab. When they connect with the web application, this helps them to
verify whether the required CORS headers are available and properly configured. Using the Console or
Network panel, testers can also change requests to assess the application's performance with varying headers,
approaches, or origins. This practical approach facilitates the identification of any differences in the
application's CORS policy implementation relative to expected behavior. Though browser tools are excellent
for on-demand testing, they should be matched with manual and automated testing to provide a complete
evaluation of possible weaknesses[31].

D. Implications of CORS Vulnerabilities

Data Exfiltration Risks: CORS vulnerabilities let hostile actors access private data kept on a web server, they
create serious data exfiltration threats. Attackers can create requests from illegal sources to take advantage of
misconfigured or too liberal CORS settings. If an application lets any origin access sensitive endpoints, for
example, attackers could access personal data, authentication tokens, or financial information from user
sessions. Applications managing sensitive data, such banking or healthcare information, especially call for
this kind of consideration. Strict CORS rules that only let trustworthy domains are absolutely necessary for
companies since data exfiltration can cause serious reputation harm, regulatory fines, and loss of customer
confidence[32].

CORS vulnerabilities could allow Cross-Site Scripting (XSS) attacks—where an assailant embeds harmful
code on trustworthy websites. Should a web application allow cross-origin queries without sufficient
validation or origin verification, an assailant may take advantage of this weakness by sending a specifically
created request using malicious JavaScript. After execution, the script may act unauthorized on the user's
behalf, such session cookie stealing or forwarding users to dangerous websites. The ability to run scripts inside
a user's environment might seriously compromise the security of the user and the program, therefore
facilitating possible data leaks and illegal transactions. To prevent XSS exploitation, then, strict CORS
configurations are absolutely necessary[33].

CORS vulnerabilities create major threats to APl security. Many modern online programs rely on APIs for
the best performance; hence they often enable outside integrations to increase functionality. For these APIs,
improperly implemented CORS rules enable illegal access and usage. Malefactors could use this to modify
API endpoints, therefore causing illegal data access or modification. An APl managing user account settings
may be used to alter user information without appropriate authentication if CORS regulations are
insufficiently implemented. Therefore, organizations must ensure their APIs enforce stringent CORS
regulations and undergo regular testing to prevent any exploitation, thereby safeguarding sensitive user data
and preserving the integrity of their services[34].

6. BEST PRACTICES FOR CORS SECURITY

Organizations should follow many best practices emphasizing appropriate configuration, rigorous policies,
and frequent audits if they want strong CORS security. Starting with explicitly specifying the permitted
origins using the Access-Control-allow-origin header, proper CORS configuration Specify trusted domains
to restrict access rather than wildcards (*), which can expose delicate resources to any domain. Use the
Access-Control-allow-Methods header also to precisely specify which HTTP methods (GET, POST, PUT,
DELETE) are allowed for every resource, therefore reducing the possibility of illegal activity. Strict CORS
rules not only whitelisting reliable sources but also guarantee that the Access-Control-allow-Credentials
header is only set to true when essential, therefore stopping illegal sites from gaining user credential. One
must avoid too liberal environments that could expose vulnerabilities by letting all headers without
appropriate validation. Moreover, developers should refrain from letting requests from sources that might be
possibly dangerous or dubious. Maintaining CORS security depends mostly on regular security audits. Review
CORS setups often to find any possible vulnerabilities or incorrect setups.
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7. CASE STUDIES

A. Real-world CORS Vulnerability Incidents

In several well-known cases, CORS flaws have caused major security breaches revealing private user records
and undermining user confidence. One such instance happened in 2019 after poorly defined CORS rules let
outside websites access private user data on an established social media network. The Access-feature-allow-
Origin header of the platform was set to let all origins, thereby allowing attackers to create hostile websites
maybe using this capability. Enquiring information from their domains—personal data and private messages
among other things—the attackers endangered the integrity of the social network and its users, therefore
acquiring user data. Another incident connected to an e-commerce website failing to apply rigorous CORS
settings permitted a rogue site run on behalf of registered users without authorization. Attackers may manage
account settings and participate in fraudulent behavior by means of misconfiguration, therefore causing major
financial losses to the business and its clients. These events highlight how fast companies have to review and
change their CORS settings to stop data exfiltration and unwanted access[35].

B. Lessons Learned from CORS Exploits

The knowledge gained from these CORS on vulnerability events emphasizes the need to use strong security
policies and periodically monitoring systems. First, businesses must understand that CORS guidelines are a
basic feature of online application protection and should not be given second importance. From settings like
allowing wildcards or too liberal starts, severe penalties including data breaches and loss of consumer
confidence ensue. Consequently, the least privileged strategy should direct the configuration of CORS rules
thereby permitting only certain, dependable domains to access delicate resources. Finding likely mistakes also
calls for regular observation and experimentation. Regular security audits should combine hand testing with
automated technologies to guarantee that configurations stay strong and that any software updates do not
unintentionally create risks. Finally, incident response systems should be developed to quickly control likely
CORS-related hazards. Reducing risks even further is achieved by teaching developers and security staff about
CORS vulnerabilities and by supporting a security-first strategy. Using best practices and learning from past
mistakes will help companies greatly improve their security posture against CORS-related risks and safeguard
their consumers and data[36].

8. FUTURE TRENDS IN CORS SECURITY

CORS Policy Management Frameworks: One interesting development is centralized CORS policy
administration systems. These tools enable businesses to quickly set CORS configuration and implementation
across several applications. Simplifying the upkeep of these policies helps businesses to maintain continual
security posture and considerably reduce the risk of misconfiguration, which has traditionally been a common
vulnerability in CORS deployments[37].

Machine Learning for Anomaly Detection: Another emerging trend is combining machine learning
methods to study traffic patterns and spot anomalies in cross-origin requests. By means of machine learning,
security systems can identify perhaps dangerous activity outside of accepted norms. This proactive threat
detection tool enables businesses to react fast to suspicious behavior, therefore enhancing overall security and
resistance against attacks[38].

Implementation of Security Guidelines and Standards: Developing is more focused on using security ideas
and guidelines for CORS. Driven by legal criteria and industry norms, these structured recommendations
guarantee developers implement safe coding guidelines and generate CORS rules. This approach seeks to
provide a consistent security basis, therefore lowering the related CORS vulnerability risks.

Dynamic CORS Configurations: Also ahead are dynamic CORS settings depending on user context or risk
assessment. This method allows businesses to impose more flexible access controls that could respond to real-
time events, therefore enhancing security without sacrificing usability. By continuously adjusting CORS
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policies, organizations may effectively balance security issues with user experience, thereby ensuring that
approved requests are granted and so lowering any possible risks[39].

9. CONCLUSION

The vital relevance of Cross-Origin Resource Sharing, security in contemporary web application architectures
is underlined by this analysis of vulnerability assessment methods. The fast growth of interactive and dynamic
web applications depends on a complete knowledge of CORS vulnerabilities, which might endanger program
integrity and private user data. Using numerous testing approaches, including manual testing, robots, and
browser developer tools, we present a complete framework for the efficient identification and mitigating of
CORS-related hazards. Case studies show the specific effects of poorly tuned CORS rules can cause major
data leaks and a loss of user confidence. These events highlight how urgently companies should have strong
CORS security systems covering the application of strict rules, the behavior of regular audits, and the building
of a developer awareness culture. Modern technologies are poised to greatly improve CORS security with
centralized CORS administration and machine learning for anomaly detection. Maintaining online
applications in an environment growingly linked depends on an active approach for CORS security.
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